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Abstract- Artificial Intelligence has provided many benefits for achieving better life standards for people. But 
except from its advantages on improving life standards and solving real world problems effectively, there is 
currently a remarkable discussion on possible side-effects and even dangerous results caused by using Artificial 
Intelligence. In this context, it is also a serious research interest to think about cyber wars in which intelligent 
systems will probably have active role in the future. Moving from that, this paper presents a general discussion 
on how cyber wars of the future will be shaped by Artificial Intelligence based systems. By considering currently 
popular Artificial Intelligence oriented problems solutions and techniques, the paper tries to open readers’ mind 
about the future with full of Artificial Intelligence and future perspectives in cyber wars. 
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1. Introduction

As a result of more use of computer systems and 
influence of effective communication technologies like 
Internet, the world has transformed into a unique form 
of hybrid environment combining both real and virtual 
experiences, in order to make using, editing and sharing 
information fast and accurate. At the end, we are 
experiencing a real world dominated widely by the 

support of a digital world [1-4]. Even simple tasks done 
during a daily basis are easily done in the computer 
systems and even transferred to a very far place over 
just cables of communication systems. Here, although 
there are many different technological developments on 
the background, one of them gives us many discussions 
and predictions to be made on it. That technology is 
called as Artificial Intelligence and as also a scientific 
field, it has an important role on the way of humankind 
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and maybe even universe. 
Artificial Intelligence has many innovative outputs 

in terms of applications – developments – 
improvements. In this context, it has a very wide 
application and problem solution scope as a result of 
technological achievements done so far [5-8]. Machine 
Learning, which is the most essential sub-field of 
Artificial Intelligence [9] has made it more possible to 
design autonomous systems and currently there is a 
remarkable interest in especially Machine Learning 
oriented technologies and also its new formation: Deep 
Learning, which was introduced to deal with great 
numbers of data, are attracting many people’s attention 
[10]. On the other hand, while Artificial Intelligence is 
passing all innovative stages with large steps, there is 
also a serious discussion about its roles in the future. 
Because intelligent systems make our life greatly 
practical and they are strong enough to solve almost all 
real world problems somehow, role of such systems in 
different fields are widely discussed by considering 
their advantages, disadvantages and risks. In addition to 
discussions on how to achieve robust and beneficial 
Artificial Intelligence [11], there is also a remarkable 
effort to evaluate effects of intelligent systems in terms 
of ethics and safety [12-15]. In order to make 
everything as clear as possible and improve the 
associated literature in this manner, some future 
perspectives regarding different uses of Artificial 
Intelligence should be discussed. 

In the context of the explanations provided so far, 
objective of this paper is to present a general discussion 
on how cyber wars of the future will be shaped by 
Artificial Intelligence based systems. It is clear that the 
future unfortunately open for cyber wars done in the 
digital world, as a result of more interaction occurred 
between the real and the digital world. Because of 
unstoppable needs of nations for more resources and 
data – information for having a strong place and rule the 
established hierarchical country-based orders. By 
considering currently popular Artificial Intelligence 
oriented problems solutions and techniques, the paper 
tries to open readers’ mind about the future with full of 
Artificial Intelligence and future perspectives in cyber 
wars. 

Moving from the subject of the paper, the 
remaining content is organized as follows: The next 
section is devoted to some predictions about how future 
of the world and cyber wars will possibly be. Following 
that section, the third section provides a general 
discussion what kind of applications will Artificial 
Intelligence based systems provide in such cyber wars 
of the future. Finally, the paper is ended by discussions 
about conclusions and some future work. 

2. Future Predictions Based On Artificial
Intelligence

As a result of rapid improvements in Artificial 
Intelligence, many problem solutions that we could just 

see in science fiction movies or series in the past are now 
just real things. Although the exact intelligent machines 
like the ones similar to humans and acting in science-
fiction movies have not been developed well enough yet, 
such developments and many more seems possible in a 
theoretical manner. Nowadays, there is a serious 
separation among researchers that some of them think 
about rise of risky ‘super-intelligent’ machines in the 
future and some other ones think still that such bad ideas 
will be always remain as science-fiction [16]. But at least 
it is now possible to derive – imagine some ideas on how 
an optimum future will be thanks to support of Artificial 
Intelligence. 

2.1. Autonomous Future 

As one of the most important functions of Artificial 
Intelligence, there future will be probably based on 
mostly existence of autonomous systems – machines. 
Even today computer systems are very useful to 
eliminate many human oriented disadvantages and have 
more accurate, effective and fast solutions for real world 
problems, potential of Artificial Intelligence supported 
systems will indisputably great to cause many 
developments and improvements in the future. At this 
point, we can indicate that almost all tasks done by 
humans or both humans and computer systems will be 
done by autonomous intelligent systems. Because the 
nature of human always need for a better, practical daily 
life and because all these needs are met with innovative 
technologies, which take needs more steps far again and 
again, a very predictable view about that can be more 
active role of an autonomous future. 

2.2. More and More Dominant Digital World 

As it was mentioned already at early paragraphs of this 
paper, there is the fact that the digital world has a 
remarkable dominance over the real world. Although 
currently it is a common interaction of both real and 
digital world, which is affecting the humankind, the 
future with Artificial Intelligence will bring a greatly 
improved dominancy of the digital world. People will of 
course experience a real world around them (in the most 
positive thinking) but flow of life and even the nature 
will be shaped by numerical things running on the 
background of the ‘ruler’ digital world. Because the 
digital world will be probably owned by Artificial 
Intelligence and giving a ‘digital personality’ in a 
philosophical manner to it. 

2.3. Existence of the Super-intelligent Machines – 
Systems 

Still we cannot predict well enough whether it will be 
good or not for the humankind, existence of the super-
intelligent machines – systems will be a real, common 
thing in the future with Artificial Intelligence. Even 
today there are many different types of intelligent 
machines – systems, which are better than in solving 
problems according to the most intelligent person in the 
world, it is not too science-fiction to think about 
existence of the concept of superintelligence, which is for 
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explaining the intelligence surpassing the human brain in 
the context of general intelligence [17] and its outputs as 
machines or intelligent software systems running on the 
background [18, 19]. 

2.4. Realization of Technological Singularity 

Among research works regarding the future of 
Artificial Intelligence, there is a serious hypothesis, 
which briefly expresses that the Artificial Intelligence 
will result to transformation of civilizations and the 
human nature into new formations radically, as a result 
of its greatly improved influence in the world of the 
future [20-22]. Again we do not know if it will be good 
or not for us, realization of this hypothesis can be 
possible in a theoretical manner by looking at the latest 
stage Artificial Intelligence has reached today. 

2.5. Changed Rules of Tasks – Works – Events 

As a result of many changed – transformed things 
because Artificial Intelligence and many other factors, 
the ‘doing something’ will be of course changed in the 
future. As a result of instant use of intelligent systems, 
many tasks and works done by humans have new rules, 
which will maybe useful and important for only Artificial 
Intelligence based systems. The future will also probably 
bring new types of jobs, tasks done by intelligent systems 
– machines. That change will also cause new jobs to be
done by humans and many different jobs that are done
widely by humans currently and will be taken over by
intelligent systems – machines in the future, as discussed
in the literature [23]. All these changes will be associated
with other ideas on the future as mentioned so far.
Additionally, the events of the future will be instantly
under the shadow of Artificial Intelligence. For example,
political decisions, medical treatments, even dealing with 
natural disasters will be probably taken to different levels
thanks to intelligence machines – systems. In the context
of subject scope of this paper, we can also think about
cyber wars, which are currently based on critical roles of
humans as in the role of hackers controlling computer
systems, will probably occur differently in the future
because of Artificial Intelligence.

Figure 1. Some of future predictions based on Artificial 
Intelligence 

3. Results and Discussion

The term of cyber war is used for defining the attacks
– works done within the digital world of computer
systems to get control of other digital systems or perform
other harmful tasks like stealing data, causing fatal errors
– hardware and software oriented problems and many
more [24-26]. In this context, it is a widely researched
subject because of increasing importance of storing
valuable data in computers and computer oriented
systems. Because of its importance, even nations have
started to special education processes for having trained
staff to deal with the problems caused by cyber-attacks.
In time, the term of cyber war has gained popularity as a
result of discussions about that the future of nations will
be directed by also cyber wars performed in the digital
world [27-29]. Of course, this term will gain new
meanings as a result of technological developments and
currently, a remarkable discussion can be made by taking
the Artificial Intelligence into consideration. The
following paragraphs have been written down by the
authors by imaging possible scenarios of cyber wars that
will be done by intelligent systems of the future.

3.1. Wars Not Too Controllable by Humans 

It is not too false to mention that advanced Artificial 
Intelligence of the future will bring less control to 
humans. Because of that we can draw a scenario of cyber 
wars done among intelligent agents, which are not too 
controllable by humans. Today, it is possible to develop 
an intelligent system and give directives to it for 
performing desired tasks. But in the future, the fact of 
‘intelligent systems developed by intelligent systems’, 
which will probably be not too possible to control how 
intelligent systems will act during cyber wars. So, 
destinies of such wars will probably be not definable by 
humans. At this point, we can also just think about 
possibilities on how humans can develop ancestor 
intelligent systems having pre-knowledge provided by 
humans and having at least some mechanisms to control 
the future developments. This question is somehow input 
for research works regarding Artificial Intelligence 
Safety [30, 31]. 

3.2. Hierarchical Agents 

The future developments of Artificial Intelligence will 
probably include advanced agents, which have more 
awareness-level according to the ones today and such 
agents will have ability to develop new agents, and even 
form a general hierarchical organization among them to 
deal with cyber wars better. In detail, it is possible to 
think about agents, which are in the role of soldiers – 
attackers in cyber wars, and also some other agents, 
which are commanders or just workers on the 
background to track the war and maybe design war 
strategies. All these roles are of course related to 
advanced, intelligent agents, which are able to think and 
behave in too small periods of time by also being aware 
of their roles, state of all other agents, which are also 
allies and many other things that we cannot control as 
humans but advanced Artificial Intelligence can perform 
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many tasks over them, as including analyzing, 
evaluating, predicting and controlling. 

3.3. Defensive and Offensive Systems 

As similar to the white hat hackers today, there will be 
defensive Artificial Intelligence based systems in the 
future cyber wars. In a digital, war environment of 
intelligent systems – agents, role of such systems will be 
only protecting the data or other intelligent systems. 
These terms of ‘defensive’ and ‘offensive’ systems 
maybe just top hierarchical statues of the future agents 
and the roles mentioned under the previous sub-section 
can be included under these two hierarchical terms. If we 
discuss more about defensive and offensive systems, it is 
possible to mention that all these systems will be 
connected to whole smart devices and any other things 
regarding the digital world of the future. Because of 
many different environmental factors to be considered 
and also strong enough technological capabilities to deal 
with all of them in the future, there will probably be need 
to run Machine Learning oriented systems on the 
background of cyber war environment by locating fast 
and advanced enough agents to be located on the war 
arena by having no learning abilities or low-level 
learning abilities to perform their tasks well enough and 
protecting the ‘learning’ structure of the Artificial 
Intelligence from any attacks done by other intelligent 
systems. 

Figure 2. Hierarchical agents within future of cyber 
wars. 

3.4. Advanced Deep Learning and Internet of Things 

It is clear that the future is full of surprising 
developments including also newer types of Artificial 
Intelligence oriented techniques and some other 
supportive technologies but we still can imagine 
something by moving from current developments. In this 
sense, because of increasing number of data and 
unpredictable amount regarding the future, we can think 
about advanced form of Deep Learning, which is a 
popular Artificial Intelligence technique dealing with 
Big Data today [32-34]. At this point, because it will be 
always important for Artificial Intelligence to perform 
effective learning mechanism even environmental 
factors are increased, the Deep Learning will evolve 
different kinds of ‘Machine Learning oriented 
techniques’ and the term of ‘advanced’ is currently 

enough to indicate that enough. Additionally, the future 
will be also the arena of Internet of Things, which is a 
network of intelligent machines communicating each 
other [35, 36] and advanced future with full of Artificial 
Intelligence will require advanced form of also that 
technology. 

By doing a connection among the mentioned 
techniques – technologies and cyber wars, we can predict 
that the future of cyber wars will be very critical for 
‘learning’ intelligent systems and because both the 
enemy and ally will be digital, intelligent system, fast and 
accurate learner systems taking place on the background 
will be having more advanced algorithmic structures. It 
is possible to express that the destiny of cyber wars will 
depend on critical decisions made by well-trained 
intelligent systems, which will also interact with 
intelligent machines and use them as ally in the cyber war 
or just try to hack them to obtain important data, take 
advantages and also win the war eventually in this 
manner. 

3.5. Encryption – Decryption Wars on the Background 

The future of cyber wars will also be full of encryption 
– decryption performances done by intelligent machines
at the level to which any human cannot reach. Because
the whole cyber war environment will include Artificial
Intelligence based systems, interaction among ally
systems will be based on encrypted digital languages
developed by them. Here, it will be not the data of a
nation or person encrypted to be protected by intelligent
systems but also themselves not to be hacked by other
intelligent systems or just having clear communication
with other ally agents without being affected by other
instant data flow occurred during cyber wars.

Figure 3. Some ideas – scenarios regarding future of 
cyber wars with Artificial Intelligence 

3.6. Advanced Social Systems to Hack Systems and 
Humans 
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Even a typical cyber war occurs in the digital world, it 
may have some connections with the human factor 
because the possibility of false actions done by humans 
often be used by hackers to reach desired objectives. In 
the future, cyber wars will probably include also 
advanced agents, which have some ‘social’ abilities and 
knowledge to hack other intelligent agents – systems or 
humans. Although some encryption – decryption wars 
(mentioned under the previous sub-section) can take 
place in case of interaction between social agent and a 
soldier agent, that situation will be not safe enough for 
humans if they encounter with a social agent trying to 
tricking him / her. On the other hand, there is also a 
research interest in brain-computer interfaces as a 
technology regarding the future and at this point, hacking 
of such systems is another discussed problem in the 
context of data safety [37]. Considering that, one of the 
roles of social agents will probably be hacking such 
systems and so, there will be also protective intelligent 
agents – systems to defend such systems in the future. 

It is of course not clear if humans will take enough role 
on protecting data or we will just give all responsibilities 
to Artificial Intelligence but the authors think that human 
can be key actors even in the advanced future, because 
they are the exact sources of all these technological 
developments and improvements. But when we focus on 
an autonomous, intelligent system as a product Artificial 
Intelligence, there is still something to discuss and 
analyze for any possible dangerous – harmful intelligent 
system, which is not always humans’ technological 
friend. 

4. Conclusions and Future Work

This paper has focused on possible scenarios on future 
of cyber wars done with the existence of Artificial 
Intelligence and also express some ideas regarding that. 
Out of the expressed ideas – scenarios here, there are 
many different probabilities to think about but current 
state of Artificial Intelligence and technological 
developments enable us to derive some ideas and 
scenarios of cyber wars as provided in the paper. Cyber 
wars are key factors of the future any the future will focus 
more on cyber wars instead of physical wars. But there is 
not any sign that cyber wars will be less harmful and 
destructive for the humankind. Because the whole world 
is highly connected to the digital world and the ‘data’, we 
can think that destructive effects of cyber wars in the 
future may be more than we can imagine. 

In addition to the research provided here, the authors 
will also follow some future works planned. In this 
context, theoretical background will be always followed 
and the literature will be supported with similar research 
works. Also, there will be some research efforts to 
develop and simulate some cyber wars oriented 
applications done with current Artificial Intelligence 
based techniques – systems.  
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