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Abstract

In this research, it was aimed to develop a “Digital Security Self-Efficacy Inventory” consisting of subscales
to determine the digital security self-efficacy levels of secondary school seventh grade students. First of
all, the Social Studies Course curriculum, Information Technologies and Software Course curriculum and
related field literature were scanned and the topics of the 5 sub-scales were determined and article pools
were created. The substance pools prepared in five likert types were presented to the expert opinion and
the necessary arrangements were made. Exploratory Factor Analysis (EFA) and Confirmatory Factor
Analysis (CFA) were performed for the validity and reliability studies of the five subscales included in the
inventory. A total of 1174 secondary school seventh grade students made up the study group. As a result
of the EFA, 5 items were removed from the technical subscale, and the total explained variance of the two-
factor structure consisting of 15 items is 32.86%. Psychosocial sub-40,33 percent of the total variance in
the scale that explains the 8-point one-factor structure, online shopping sub-5 percent of the total
variance in the scale that explains 49,79-item, single-factor structure, rights and responsibilities of the
sub-44,32 percent of the total variance in the scale that explains a 7-point single-factor structure and
health sub-scale of the total variance in 49,81 5%, which explained the single-point-Factor Structure
demonstrated. The structure is confirmed by looking at the model fit indices of the subscales in the CFA. In
order to test the reliability, Cronbach Alpha reliability coefficients were examined and calculated as 0.85
on the technical sub-scale, 0.77 on the psychosocial sub-scale, 0.78 on the online shopping sub-scale, 0.78
on the rights and responsibilities sub-scale, and 0.75 on the health sub-scale. According to the results of
the analyzes carried out, it has been proven that the sub-scales included in the Digital Security Self-
Efficacy Inventory are a valid and reliable measurement tool.

Keywords: Digital security, self-efficacy, digital security self-efficacy, scale development.

Introduction

Children, who participate in the digital society online and are digital citizens, use
smartphones, tablets, computers, and the Internet frequently today (TUIK, 2021). The
advantages of these technologies have made the digital environment an important part of
children's daily lives (Livingstone et al., 2016). In the research conducted by TUIK (2021), it is
stated that while the internet usage rate of children aged 6-15 was 50.8% in 2013, this rate was
82.7% in 2021. Within this increase and change, people face various risks in the digital
environment every day (Stoilova et al.,, 2021). It is stated that especially the children mostly face
risks in the digital society (Livingstone et al., 2017) and that risks and opportunities in the
digital environment are positively related to each other (Livingstone et al., 2018). This situation
has increased the importance of digital security.

Ribble (2011) examined digital security in 3 areas as personal security, school security,
and community security. According to Hendrix et al. (2016), digital security as a field consists of
many different aspects from digital equipment, software, and cryptography to human processes
and psychology. Robinson et al. (2010) and Schneier (2015) similarly stated that digital security
is not only composed of computer security, technical risks, and precautions but also human-
related risks are important.

It has been observed in the literature that the technical dimension is often taken into the
center in the researches about digital security (Sahinaslan et al., 2009; M. Tekerek ve Tekerek,
2013). In studies that also cover the risks arising from the human factor in digital security,
digital bullying, online shopping, rights and responsibilities, and health dimensions were also
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discussed (Colak et al., 2011; Talan and Aktiirk, 2019; Colak, 2019; Durmaz and Ulukol, 2022).
However, studies investigating the possible effects on the children are related to digital security
or information security (Vural and Sagiroglu, 2008; Demirel et al., 2012; Cubuk¢u and Bayzan,
2013), and there are also studies examining the risk areas affecting digital security (Celen et al.,
2011; Karakus et al., 2014; Byrne et al., 2016). According to these studies, the possible effects of
digital technologies on the children, risk areas, and human factor-induced neglect also shape
digital security self-efficacy. Accordingly, in this study, the curriculum and textbooks of the
Social Studies, Information Technologies, and Software Courses were examined together with
the literature to determine the indicators of digital security self-efficacy. As a result of these
studies, digital security has been sized in terms of technical, psychosocial, online shopping,
rights and responsibilities, and health, and a subscale has been developed for each dimension.

1-Technical dimension: In this dimension, password security, device security, access
security, distinguishing accurate and reliable information, and digital footprint are discussed. In
various researches, it is emphasized that the risks in these issues are important from the point of
view of digital security. NordPass (2021) stated that millions of people often use weak
passwords, and this causes serious risks. Luo et al. (2009) state that the risks caused by malware
threaten devices and data. Makhabbat and Giilsecen (2021) discussed this issue in their study on
the “avoidance of unsafe” factor. As for the inability to distinguish between correct and reliable
information in Internet research, psychological problems are experienced by people as a result
of incorrect and unsafe information, which completely affects society (Demir, 2022). Yavanoglu
et al. (2012) stated that digital footprint violations in social networks led to the tracking of
children. Erol et al. (2015) addressed this issue in the “leaving no trace” factor. These risk areas
have been discussed in the technical sub-scale in terms of affecting the child age group.

2-Psychosocial dimension: Unsafe information flow in social networks, inability to
socialize safely, and psychosocial difficulties caused by digital bullying are experienced. It is
stated that children especially share private information on social networks too much (Krasna
and Bratina, 2011; Cagiltay et al., 2017). Nawaila et al. (2021) state that digital bullying, the
opportunities offered by the digital environment, being directed to pornography sites, and
privacy risks can bring many other risks that can threaten a child's behavior. Erol et al. (2015)
addressed this issue in the "protection of personal privacy" factor. Ekinci and Kayapal Yildirim
(2019), on the other hand, addressed this issue on the scale of cyber mobbing. Giildiiren et al.
(2016) also examined this dimension, and the dimension was called “privacy”. These risk areas
are considered on the psychosocial sub-scale in terms of affecting the children.

3-Online shopping dimension: Monitoring unsafe steps during online shopping brings
various risks. In the EU Kids Online (2020) report, it was stated that 3% of the participating
children can lose money as a result of being deceived (Smahel et al, 2020). TUIK (2021)
reported that there is also online shopping among the purposes of using the internet for children
aged 6-15. Thaichon (2017) stated that parents express that their children shop online. Online
shopping by children can cause various risks; for this reason, online shopping has been
discussed in the sub-scale.

4-Rights and responsibilities dimension: The easy accessibility of the internet causes the
proliferation of malicious users in this environment (Nawaila et al.,, 2021). For this reason, the
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online environment has turned into an environment where sexual abuse, abuse, being pushed
into harmful habits, violence, coercion, and intimidation increase for children (Franklin and
Smeaton, 2017). However, not only the rights of child users on the internet but also the rights of
users belonging to other age groups are related to digital security in terms of children's rights
and responsibilities. For example, children's use of other people's images in the digital
environment without a source reference assignment while researching on the internet,
unauthorized publication of sensitive issues related to the existence and use of information and
documents, and disrespect in discourse affect your rights and responsibilities in the dimension
of illegal access platforms to digital security. In addition, it is seen as a risk that children do not
know the ways to fight and complain about privacy violations and digital bullying (Nawaila et al.,
2021). For this reason, the risks mentioned above have been discussed in the sub-scale of rights
and responsibilities.

5-Health dimension: Problematic internet use is seen as a set of problematic behaviors
that include excessive preoccupation, impulses, and behaviors in the use of digital tools and
online environment (McLean, 2013 as cited. Nannatt et al., 2022). Problematic behaviors in this
regard are called “unhealthy internet use” (Nannatt et al., 2022). The inappropriate use of digital
devices has a negative impact on physical health (Muslu and Bolisik, 2009). Vally et al. (2020)
stated that problematic users make inappropriate uses such as excessive and harmful content
consumption and excessive social media consumption, and this is linked to health. In this
context, problematic use of digital devices and the internet (physically problematic use,
temporally problematic use, problematic use in terms of content) has been discussed on the
health sub-scale since it poses a significant risk in terms of digital security.

In this regard, this study was conducted in the 7th grade of secondary school. It is thought
that the aim of the class students is to develop an inventory consisting of subscales that can
determine their digital security self-efficacy levels and that it will contribute to the literature in
terms of using the subscales separately.

Method
Study Group

The working group of the research was selected for the 7th grade of 2021-2022 academic
year. There are 1174 students studying in the classroom. Stating that the sample size has a great
impact on the final results of the factor analysis, Comrey and Lee (1992) stated that the sample
size of 1,000 people is more perfectly reliable in terms of this number. Accordingly, it is seen
that the sample obtained is sufficient for validity and reliability in the study.

The Development Process of the Inventory

In this process, first of all, the literature related to the curricula of the Social Studies
course and the Information Technologies and Software course was examined; the sub-scales that
should be included in the inventory were determined; item pools were created. The item pools
of the sub-scales initially consist of 24 items for the technical sub-scale, 15 for the psychosocial
sub-scale, 9 for the online shopping sub-scale, 11 for the rights and responsibilities sub-scale,
and 8 for the health sub-scale. The 5-point Likert type consisting of “I do not agree at all”, “I do

» o«

not agree’,

» o«

[ agree a little”, “I agree”, and “I completely agree” options were used for the
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subscales. The expressions in the options were scored correctly from 1 to 5 from the expression
"I do not agree at all“ to the expression "I completely agree". According to this, the high score to
be obtained will be evaluated positively for the self-efficacy status for each sub-scale on digital
security self-efficacy.

The draft form of the sub-scales was presented to the opinions of 10 experts, including 5
from the BTE, 3 from Social Studies Education, 1 from the field of Measurement and Evaluation,
and 1 field expert from Turkish Education. As a result of the expert opinions, the necessary
arrangements were made by removing 4 items from the technical sub-scale, 7 items from the
psychosocial sub-scale, 5 item from the online shopping sub-scale, and 3 item from the rights
and responsibility sub-scale. The resulting draft form was applied to 5 seventh-grade students in
terms of clarity and comprehensibility and rearranged. As a result of the regulations, the
inventory was applied to 1174 middle school seventh-grade students.

Data Analysis

SPSS 24.0 and AMOS package programs were used for data analysis. The construct
validity of the subscales was examined by conducting Exploratory Factor Analysis (EFA) and
Confirmatory Factor Analysis (CFA).

In the EFA studies, Kaiser-Mayer-Olkin (KMO) and Bartlett tests were evaluated for the
suitability of the data for factor analysis. Considering that there is a relationship between factors
on the technical subscale in EFA, the promax method was deconstructed from the oblique
rotation methods in order to better reveal the distribution. However, substances with an
eigenvalue greater than 1 were taken into account. In other sub-scales, the rotation technique
was not used because the structure was one-factor.

A CFA study was conducted on the same data structure in order to provide additional
evidence for the construct validity of the 2-factor technical subscale and other single-factor
subscales formed as a result of the EFA October. There are various scale development studies in
the literature on this subject (Akbaba Altun and Biiyiikoztiirk, 2011; Alici, 2013). In order to
evaluate the validity of the model in CFA, x2/ (df), RMSEA, TLI/NNFI, CFI, NFI, AGF], and GFI
values were calculated.

Table 1. The criterion values used in the evaluation of compliance index values in all measurement models
are

Compliance Index Perfect Fit Criteria Acceptable Compliance Criteria
x2/ (df)=Y 0<Y<3 3<Y<5
RMSEA=Y 0<Y<0,05 0,05<Y<0,08
TLI/NNFI=Y 0,97<Y<1,00 0,95<Y<0,97
CFI=Y 0,97<Y<1,00 0,95<Y<0,97
NFI=Y 0,95<Y<1,00 0,90<Y<0,95
AGFI=Y 0,90<Y<1,00 0,85<Y<0,90
GFI=Y 0,95<Y<1,00 0,90<Y<0,95
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In Table 1, x2/ (df) of the critical values in the compliance index of the measurement
model are given according to Byrne (2013), and RMSEA, TLI/NNFI, CFI, NFI, AGFI, GFI are given
according to Schermelleh-Engel et al. (2003; as cited in Pektas, 2022).

In order to test the reliability of the scale formed after the analyzes, the Cronbach Alpha
reliability coefficient was examined. In order to test the internal validity of the items belonging
to each sub-scale at the same time, item-total correlation analyses were examined.

Ethical Permissions of the Study
In this study, all the rules specified to be followed within the scope of the "Higher
Education Institutions Scientific Research and Publication Ethics Directive" were catered to.

None of the actions specified under the title of “Actions Contrary to Scientific Research and
Publication Ethics”, which is the second part of the directive, were undertaken.

Ethics Committee Approval Information:

The name of the board that made the ethical evaluation= Gazi University Ethics
Committee

The date of the ethical evaluation decision= 08.02.2022
Ethical evaluation certificate number number=E-77082166-302.08.01-281365
Findings

In this section, in order to examine the construct validity of the Digital Security Self-
Efficacy Inventory, the EFA and CFA studies are presented separately for each subscale. The
reliability results of the subscales are given under the heading “reliability” at the end of the
section.

Technical Subscale

Exploratory Factor Analysis
Table 2. KMO and Bartlett Sphericity test results

Kaiser-Meyer-Olkin (KMO) ,90
X? 4349,77
Bartlett Sphericity Test Sd 105
P ,000

When Table 2 is examined, the calculated KMO value is 0.90. The fact that the KMO value
is higher than 0.60 indicates that it is suitable for factor analysis (Bliyiikoztiirk, 2019). The
Bartlett test result was calculated as 4349.77, and this value is significant according to 0.01
(X2105=4349,77). The fact that the Bartlett test result is at a significant level indicates that the
data are suitable for factor analysis (Kalayci, 2009). It can be said that a sufficient sample was

used in this direction.
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Table 3. The results of the EFA technical subscale

Technical Subscale 1.Factor Substance Loads 2.Factor Substance Loads  Item Total Correlation
m18 0,83 0,60*
m19 0,74 0,54*
m17 0,71 0,47*
m15 0,67 0,55*
m12 0,59 0,51*

m8 0,53 0,45*
m13 0,50 0,47*
m9 0,45 0,47*
m2 0,72 0,53*
m4 0,70 0,50*
m1l 0,69 0,48*
m3 0,68 0,50*
mé6 0,65 0,49*
m?7 0,50 0,51*
ml1l 0,47 0,48*

*p<,05 (The resulting substances: 5, 10, 14, 16, 20)

It is aimed to reveal the relationship between the items by deciphering the factor
analysis. For this reason, the promax method, one of the “oblique rotation” methods used in
cases where it is assumed that the items in the scale are related to each other, was used. At EFA,
a value of at least 0.30 was used in scale development studies, and 5 items included in the
technical subscale (m5, m10, m14, m16, m20) were removed from the scale because they fell
below this value. The EFA results repeated after the items removed from the scale are presented
in Table 3.

The first factor is called “Avoidance of untrustworthiness" and consists of 8 items, and
the explained variance is 32.86%. The factor load values range between 0.45-0.83, and the
eigenvalue is 4.92 Dec. The second factor is called “Taking precautions"” and consists of 7 items,
and the explained variance is 10.28%. The factor load values range between 0.47-0.72, and the
eigenvalue is 1.54 Dec.

Based on all these findings, the construct validity of the technical subscale is at a
satisfactory level. In addition, it is observed that the item Decisiveness is at a sufficient level due
to the fact that the item total correlation of the technical subscale has a value between 0.47 and
0.60. According to the total variance value explained, it can be said that the scale adequately
explains the quality it measures.
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Scree Plot

Eigenvalue

1 2 3 4 5 5] 7 8 9 10 11 12 13 14 15

Component Number

Figure 1. Slope deposit graph of the technical sub-scale

When the graph in Figure 1 is examined, it is seen that there are two factors with an
eigenvalue greater than 1. Since the number of factors is compatible with the theoretical
structure, it was found acceptable, and it was decided that the technical subscale should be two-

factor.

Confirmatory Factor Analysis

0
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Figure 2. The CFA model related to the technical subscale

When Figure 2 is examined, the factor loads vary between 0.44 and 0.58, The factor
loadings range from 0.44 to 0.61 In the research, 5 modifications were established between the
error decimations of some items in order to improve the fit index values of the model.
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Table 4. Compliance index values of the measurement model related to the technical subscale

Compliance Index Measurement Model Evaluation
x2/ (df) 413,21/(85)=4,86 Acceptable
RMSEA 0,057 Acceptable
TLI/NNFI 0,95 Acceptable
CFI 0,95 Acceptable
NFI 0,91 Acceptable

AGFI 0,93 Perfect

GFI 0,95 Perfect

Table 4 is evaluated according to the compliance index criteria in table 1. Accordingly,
when table 4 was examined, x2 / (df) was calculated as 4.86 in the compliance index values of
the measurement model on the technical subscale, and this value is acceptable according to table
1. The RMSEA compliance index value of the technical subscale is 0.057 and has an acceptable
compliance index. Again, according to the values in Table 4, the TLI / NNFI, CF], and NFI values
are in the acceptable compliance index, and the AGFI and GFI values are in the perfect
compliance index. In general, it is seen that the measurement model established regarding the
technical subscale has been confirmed.

Psychosocial Subscale
Exploratory Factor Analysis
Table 5. KMO and Bartlett test results

Kaiser-Meyer-Olkin (KMO) ,84
X2 2046,60
Bartlett Sphericity Test Sd 28
P ,000

When Table 5 is examined, the calculated KMO value is 0.84. The fact that the KMO value
is higher than 0.60 indicates that it is suitable for factor analysis (Bliyiikoztiirk, 2019). The
Bartlett test was calculated as 2046.60 and is significant according to 0.01 (X2,3=2046,60). The
fact that the Bartlett test result is at a significant level indicates that the data are suitable for
factor analysis (Kalayci, 2009). In this direction, a sufficient sample was used in the research.

Table 6. The results of the EFA psychosocial subscale

Psychosocial Subscale Item Factor Loads Item Total Correlation
m21 0,47 0,35*

m22 0,61 0,46*

m23 0,65 0,50*

m24 0,55 0,39*

m25 0,56 0,42*

m26 0,68 0,52*

m27 0,74 0,59*

m28 0,70 0,62*

*p<,05
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Deciphering Table 6, it is observed that the factor load values of the items included in the
scale vary between 0.47 and 0.74. By looking at the factor load values, it was seen that the items
in the sub-scale were compatible with the scale. According to Tabachnick and Fidell (2007), the
load value of each substance should be at least below the value of 0.45, and if it is below this
value, it is considered mediocre. Since none of the items in the scale remained below the value of
0.45 and were collected in a single factor, the analysis took its final form without repeating. In
addition, the rotation technique due to its single-factor structure has not been used. When the
item total correlation was considered, the values varied between 0.35 (m21) and 0.62 (m28),
and item Decisiveness was sufficient. However, the eigenvalue was calculated as 3.22, and it was
seen that it explained 40.33% of the total variance value in a single factor. In single-factor scales,
it was considered sufficient that the explained variance was more than 30% (Tavsancil, 2010).

Scree Plot

Eigenvalue
[ 5]

il 2 3 4 5 5] 7 =1

Component Number

Figure 3. Slope deposit graph belonging to the psycho-social subscale

When the graph in Figure 3 is examined, it is seen that it is the only factor with an
eigenvalue greater than 1. Since the number of factors is compatible with the theoretical
structure, it was found acceptable, and it was decided that the “Psychosocial Subscale” should be
single-factor.

Confirmatory Factor Analysis

Figure 4. The CFA model related to the psychosocial subscale
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When Figure 4 is examined, the factor Decouples of the substances varies between 0.39
and 0.69. In the research, 1 modification was established between the error Decimations of some
items in order to improve the fit index values of the model.

Table 7. Compliance index values of the measurement model related to the psychosocial subscale scale

Compliance Index Measurement Model Evaluation
x2/ (df) 72,03/(19)=3,79 Acceptable

RMSEA 0,049 Perfect
TLI/NNFI 0,96 Acceptable

CFI 0,97 Perfect

NFI 0,97 Perfect

AGFI 0,97 Perfect

GFI 0,98 Perfect

Table 7 is evaluated according to the compliance index criteria in Table 1. Accordingly,
when Table 7 is examined, in the fit index values of the one-factor level measurement model, the
x2/(df) value for the psychosocial subscale is 3.79, and this value is within the acceptable fit
index according to Table 1. The RMSEA compliance index value is 0.049, and this value is in the
perfect compliance index according to Table 1. According to Table 1, the TLI/NNFI value is in the
acceptable compliance index, while the CFI, NFI, AGFI, and GFI values are in the perfect
compliance index. In general, it is seen that the measurement model established regarding the
psychosocial subscale has been confirmed.

Online Shopping Subscale
Exploratory Factor Analysis
Table 8. KMO and Bartlett test results

Kaiser-Meyer-Olkin (KMO) ,79
X2 1199,12
Bartlett Sphericity Test Sd 10
P ,000

When Table 8 is examined, the calculated KMO value is 0.79. The fact that the KMO value
is higher than 0.60 indicates that it is suitable for factor analysis (Bilytikoztiirk, 2019). The
Bartlett test was calculated as 1199.12 and is significant according to 0.01 (X210=1199,12). The
fact that the Bartlett test result is at a significant level indicates that the data are suitable for
factor analysis (Kalayci, 2009). In this direction, a sufficient sample was used in the research.

Table 9. EFA results of the online shopping subscale

Online Shopping Subscale Item Factor Loads Item Total Correlation
m29 0,61 0,41*

m30 0,72 0,51*

m31 0,77 0,58*

m32 0,77 0,58*

m33 0,64 0,44*

*p<,05
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Deciphering Table 9, the online shopping subscale consists of 5 items in a single factor,
and the factor load values range from 0.61 to 0.77. When the factor load values are examined, it
is seen that the items are compatible with the scale. According to Tabachnick and Fidell (2007),
the load value of each substance should be at least below the value of 0.45, and if it is below this
value, it is considered mediocre. Because no item remains below the value of 0.45 and is
collected in a single factor, the analysis has taken its final form without repeating. In addition,
the rotation technique due to its single-factor structure has not been used. On the other hand,
the item-total correlations ranged from 0.41 (m29) to 0.58 (m31-32), and item Decisiveness was
sufficient. However, the eigenvalue was calculated as 2.49 on the subscale. It is seen that a single
factor in the subscale explains 49.79% of the total variance value. In single-factor scales, it is
considered sufficient that the explained variance is more than 30% (Tavsancil, 2010).

Scree Plot

2,5

20

Eigenvalue

0.5 —

0.0

1 2 3 4 =]

Component Number

Figure 5. Slope deposit graph of the online shopping sub-scale

When the graph in Figure 5 is examined, it is seen that it is the only factor with an
eigenvalue greater than 1. Since the number of factors is compatible with the theoretical
structure, it was found acceptable, and it was decided that the subscale should be single-factor.

Confirmatory Factor Analysis

Online Shopping Subscale

Figure 6. The CFA model for the online shopping subscale

When Figure 6 is examined, the factor load values of the substances vary between 0.48
and 0.71. In the research, 1 modification was established between the error decimations of some
items in order to improve the fit index values of the model.
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Table 10. Compliance index values of the measurement model related to the online shopping subscale

Compliance Index Measurement Model Evaluation
x2/ (df) 6,08/(4)=1,52 Perfect
RMSEA 0,021 Perfect
TLI/NNFI 0,99 Perfect
CFI 0,99 Perfect
NFI 0,99 Perfect
AGFI 0,99 Perfect
GFI 0,99 Perfect

Table 10 is evaluated according to the compliance index criteria in Table 1. According to
this, when Table 10 is examined, the established 1 regarding the subscale. It is observed that the
x2/ (df) value is 1.52, and this value has a perfect fit index in the fit index values belonging to the
level one-factor measurement model. The RMSEA compliance index value is 0.021. Accordingly,
as can be seen in the Table 1, other values belonging to the online shopping subscale also have a
perfect fit index. In general, it is seen that the measurement model established regarding the
online shopping subscale has been confirmed.

Right and Responsibility Subscale
Exploratory Factor Analysis
Table 11. KMO and Bartlett test results

Kaiser-Meyer-Olkin (KMO) ,81
X2 2046,09
Bartlett Sphericity Test Sd 21
P ,000

When Table 11 is examined, the calculated KMO sample fit measure value is 0.81. The
fact that the KMO sample fit measure is higher than 0.60 indicates that it is suitable for factor
analysis (Biiytiikoztiirk, 2019). The Bartlett Sphericity Test was calculated as 2046.09, and this
value is significant according to 0.01 (X2,1=2046,09). The fact that the Bartlett Sphericity Test
result is at a significant level indicates that the data are suitable for factor analysis (Kalayci,
2009). In this direction, a sufficient sample was used in the research.

Table 12. The results of the rights and responsibility subscale EFA

The Sub-Scale of Rights and Responsibilities Item Factor Loads Item Total Correlation
m34 0,74 0,59*
m35 0,67 0,51*
m36 0,70 0,54*
m37 0,68 0,52*
m38 0,70 0,55*
m39 0,64 0,49*
m40 0,51 0,38*
*p<,05
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When Table 12 is examined, the rights and responsibility subscale consists of 7 items in a
single factor, and the factor load values vary between 0.51 and 0.74. By looking at the factor load
values, it is seen that the items in the sub-scale are compatible with the scale. According to
Tabachnick and Fidell (2007), the load value of each substance should be at least below the
value of 0.45, and if it is below this value, it is considered mediocre. Since none of the items in
the scale remained below the value of 0.45 and were collected in a single factor, the analysis took
its final form without repeating. In addition, the rotation technique due to its single-factor
structure was not used. When the item total correlation is considered, the values vary between
0.38 (m40) and 0.59 (m34), and item Decisiveness is sufficient. In the sub-scale, 44.32% of the
total variance value is explained by a single factor. In single-factor scales, it is considered
sufficient that the described variance is more than 30% (Tavsancil, 2010).

Scree Plot
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Figure 7. Slope deposit graph of the rights and responsibilities sub-scale

When the graph in Figure 7 is examined, it is seen that it is the only factor with an
eigenvalue greater than 1. Since the number of factors is compatible with the theoretical
structure, it was found acceptable, and it was decided that the subscale should be single-factor.

Confirmatory Factor Analysis

Figure 8. The CFA model related to the rights and responsibility subscale

When Figure 8 is examined, the substance factor loads of the substances included in the
scale Decipher are between 0.43 and 0.73. In the research, 2 modifications were established
between the error loads of some items in order to improve the fit index values of the model.
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Table 13. Compliance index values of the measurement model related to the rights and responsibility scale

Compliance Index Measurement Model Evaluation
x2/ (df) 37,62/(12)=3,14 Acceptable
RMSEA 0,043 Perfect

TLI/NNFI 0,98 Perfect
CFI 0,99 Perfect
NFI 0,98 Perfect

AGFI 0,98 Perfect
GFI 0,99 Perfect

Table 13 is evaluated according to the compliance index criteria in Table 1. Accordingly,
when Table 13 is examined, it is seen that the x2/(df) value is 3.14 in the fit index values of the
level 1 single-factor measurement model established for the subscale and this value has an
acceptable fit index. The RMSEA compliance index value is 0.043. Accordingly, as can be seen in
the Table, other values belonging to the rights and responsibility subscale also have a perfect fit
index. In general, it is seen that the measurement model established regarding the rights and
responsibility subscale has been confirmed.

Health Subscale
Exploratory Factor Analysis
Table 14. KMO and Bartlett test results

Kaiser-Meyer-Olkin (KMO) ,78
X2 1199,37
Bartlett Sphericity Test Sd 10
P ,000

When Table 14 is examined, the calculated KMO value is 0.78. The fact that the KMO
value is higher than 0.60 indicates that it is suitable for factor analysis (Biiylikoztiirk, 2019). The
Bartlett test was calculated as 1199.37 and is significant according to 0.01 (X210=1199,37). The
fact that the Bartlett test result is at a significant level indicates that the data are suitable for
factor analysis (Kalayci, 2009). In this direction, a sufficient sample was used in the research.

Table 15. The results of the health subscale EFA

Health Subscale Item Factor Loads Item Total Correlation
m41 0,72 0,65*
m42 0,70 0,60*
m43 0,65 0,56*
m44 0,61 0,51*
m45 0,74 0,64*
*p<,05

When Table 15 is examined, the health subscale consists of 5 items in a single factor, and
the factor load values vary between 0.61 and 0.74. By looking at the factor load values, it is seen
that the items in the sub-scale are compatible with the scale. According to Tabachnick and Fidell
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(2007), the load value of each substance should be at least below the value of 0.45, and if it is
below this value, it is considered mediocre. Since none of the items in the scale remained below
the value of 0.45 and were collected in a single factor, the analysis took its final form without
repeating. In addition, the rotation technique due to its single-factor structure was not used.
When the item total correlation is considered, the values vary between 0.51 (m44) and 0.65
(m41), and item Decisiveness is sufficient. However, the eigenvalue was calculated as 2.49. It is
seen that a single factor explains 49.81% of the total variance value in the health sub-scale. In
single-factor scales, it is considered sufficient that the explained variance is more than 30%
(Tavsancil, 2010).

Scree Plot
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Figure 9. Slope deposit graph of the health sub-scale

When the graph in Figure 9 is examined, it is seen that it is the only factor with an
eigenvalue greater than 1. Since the number of factors is compatible with the theoretical
structure, it was found acceptable, and it was decided that the health subscale should be single-
factor.

Confirmatory Factor Analysis
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Figure 10. The CFA model related to the health subscale
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When Figure 10 is examined, the factor load values of the substances vary between 0.48
and 0.71. In the research, 1 modification was established between the error Decimations of some
items in order to improve the fit index values of the model.

Table 16. Compliance index values of the measurement model related to the health subscale scale

Compliance Index Measurement Model Evaluation
x2/ (df) 11,41/(4)= 2,85 Perfect
RMSEA 0,040 Perfect

TLI/NNFI 0,98 Perfect
CFI 0,99 Perfect
NFI 0,99 Perfect

AGFI 0,99 Perfect
GFI 0,99 Perfect

Table 16 is evaluated according to the compliance index criteria in Table 1. Accordingly,
when Table 16 is examined, the established 1 regarding the subscale, It is seen that the x2/ (df)
value is 2.85 in the compliance index values belonging to the level one-factor measurement
model, and this value has a perfect compliance index. Accordingly, as can be seen in the Table,
other values belonging to the rights and responsibility subscale also have a perfect fit index. In
general, it is seen that the measurement model established regarding the health subscale has
been confirmed.

Reliability

The reliability of the 5 subscales included in the Digital Security Self-Efficacy Inventory
and the Cronbach Alpha internal consistency coefficient numbers were examined. The Cronbach
Alpha coefficients of the subscales included in the inventory are, respectively; 0.85 for the
Technical Subscale (1. For the factor 0.80, 2. It was calculated as 0.77 for the Factor), 0.77 for the
Psychosocial Subscale, 0.74 for the Online Shopping Subscale, 0.78 for the Rights and
Responsibility Subscale, and 0.75 for the Health Subscale. Kalayci (2009) stated that 0.60 and
above is an acceptable level of reliability for the Reliability coefficient. When this criterion is
taken into consideration, it is seen that the reliability values of each subscale are above the
acceptable level, that is, the subscales are reliable.

Discussions and Conclusion

In this study, all 5 subscales in the "Digital Security Self-Efficacy Inventory" developed to
determine the digital security self-efficacy perceptions of 7th-grade students were found to be
suitable for factor analysis according to the results of KMO and Bartlett tests. According to the
EFA results of the sub-scales, it was seen that the technical sub-scale consists of 15 items and 2
factors. It is seen that the psychosocial sub-scale has a single-factor structure of 8 items, the
online shopping sub-scale has 5 items, the rights and responsibility sub-scale has 7 items, and
the health sub-scale has 5 items. In addition, it is seen that 43.14% of the total variance is
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explained on the technical sub-scale, 40.33% on the psychosocial sub-scale, 49.79% on the
online shopping sub-scale, 44.32% on the rights and responsibilities sub-scale, and 49.81% on
the health sub-scale. Looking at the variance ratios described, it has been proved that the
construct validity of all subscales is at a good level. According to the CFA results of the subscales,
the model is statistically confirmed. Cronbach Alpha values, on the other hand, prove the
reliability of the subscales. For this reason, it has been proven that the inventory developed is a
valid and reliable measurement tool.

Considering that technical knowledge and awareness of digital security affect the correct
use, it is of great importance to develop a scale for measuring the digital security self-efficacy of
individuals and to make reliable measurements. The scales developed in the literature related to
digital security are aimed at university students (Akgun and Topal, 2015; Arpaci and Seving,
2022; Colak, 2019; Erdogmus, 2017; Ekinci and Kayapali Yildirim, 2019; Erol et al., 2015), aimed
at secondary school students (Giildiiren et al.,, 2016), there are studies aimed at teaching staff
(Keser and Giildiiren, 2014), and secondary school students (Mih¢i and Kilic Cakmak, 2017).
Butavicius at al (2020) aimed to develop a scale of technical control for cybersecurity in their
studies, where the target audience is adults working at work with a digital device. The scale
consisting of 4 items is related to the technical subscale in this study. Egelman and Peer (2015)'s
study, which aims to develop a measurement tool that can detect the cybersecurity behavior of
18-69-year-old digital users, can be related to the items included in the technical and
psychosocial sub-scale. Unlike the previous studies, this study differs in that it deals with digital
security self-efficacy in a multidimensional way, is suitable for the secondary school age group
and the Ministry of Education curriculum, and can also be used piecemeal.

The self-efficacy inventory consisting of 5 subscales can be applied to students in the
same age group as a whole, and each subscale will be able to contribute to different studies
separately. The situations of individuals being exposed to a digital security breach, the health
problems encountered, etc. the relationship between Deciency and digital security self-efficacy
can be evaluated with this developed inventory. The digital security self-efficacy inventory can
contribute to the objectives and content of the educational curriculum, and it can be said that it
is a valid and reliable measurement tool that can be used to determine the digital security self-
efficacy levels of 7th-grade students. The developed "Digital Security Self-Efficacy Inventory" can
be used to determine the digital security self-efficacy levels of 7th-grade students and to
determine whether they differ according to various variables. This scale, which was developed
by collecting data from 7th-grade students, can be adapted and developed for different age
groups.
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Dijital Giivenlik Oz Yeterlik Envanterinin Gelistirilmesi

Giris

Dijital topluma ¢evrim i¢i olarak katilim saglayan ve her biri birer dijital vatandas olan
cocuklar, giiniimiizde akilli telefon, tablet, bilgisayar ve interneti siklikla kullanmaktadir (TUIK,
2021). Bu teknolojilerin avantajlar dijital ortami ¢ocuklarin giinliik yasamlarinin énemli bir
parcas1 haline getirmistir (Livingstone ve dig., 2016). TUIK (2021) tarafindan yapilan
arastirmada 6-15 yas grubu ¢ocuklarin 2013 yilinda internet kullanim orani %50,8 iken 2021
yilinda bu oranin %82,7 oldugu belirtilmektedir. Bu artis ve degisim icerisinde 6zellikle ¢ocuk
yas grubunun dijital toplumda cogunlukla risklerle karsi karsiya kaldigi (Livingstone ve
digerleri, 2017) ve dijital ortamda risk ve firsatlarin pozitif yonde birbiriyle iliskili oldugu
belirtilmektedir (Livingstone ve digerleri, 2018; Helsper ve Smahel, 2020). Bu durum dijital
glivenligin 6nemini artirmistir.

Alanyazinda dijital giivenlik ile ilgili arastirmalarda siklikla teknik boyutun merkeze
alindig1 gorilmistiir (Sahinaslan ve digerleri, 2009; M. Tekerek ve Tekerek, 2013). Dijital
glivenlikte insan faktoriinden kaynakl riskleri de kapsama alan ¢alismalarda ise dijital zorbalik,
cevrim ici aligveris, hak ve sorumluluk, saglik boyutlari da ele alinmistir (Colak ve digerleri,
2011; Colak, 2019; Durmaz ve Ulukol, 2022; Talan ve Aktiirk, 2019). Bununla birlikte dijital
glivenlik veya bilgi giivenligi ile ilgili cocuk yas grubu iizerinde olasi etkileri arastiran
arastirmalar (Vural ve Sagiroglu, 2008; Demirel ve digerleri, 2012; Cubukgu ve Bayzan, 2013) ve
dijital giivenligi etkileyen risk alanlarini inceleyen ¢alismalar da mevcuttur (Celen ve digerleri,
2011; Karakus ve digerleri, 2014; Byrne ve digerleri, 2016). Yapilan bu calismalara gére ¢ocuk
yas grubu iizerinde dijital teknolojilerin olasi etkileri, risk alanlari, insan faktoriinden kaynakl
ihmaller de dijital giivenlik 6z yeterliklerini sekillendirmektedir. Bu dogrultuda bu ¢alismada
dijital giivenlik ile ilgili kazanimlarin yer almasi sebebiyle Sosyal Bilgiler ile Bilisim Teknolojileri
ve Yazilim Dersi 0gretim programlari, ders kitaplar1 ve ilgili alanyazin incelenmistir. Bu
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incelemeler neticesinde dijital giivenlik teknik, psikososyal, cevrim ici alisveris, hak ve
sorumluluk ve saglik agisindan boyutlandirilarak her bir boyuta yonelik alt 6l¢ek gelistirilmistir.
Bu baglamda bu c¢alismanin ortaokul 7. Sinif 6grencilerinin dijital giivenlik 6z yeterlik
diizeylerini belirleyebilecek alt 6lgeklerden olusan bir envanter gelistirmeyi amaglamasi ve alt
Olceklerin ayr1 ayri kullanilabilmesi yoniinden alanyazina katki saglayacagi diisiiniilmektedir.

Yontem
Calisma Grubu

Arastirmanin calisma grubunu, 2021-2022 egitim 68retim yilinda 7. sinifta 6grenim
gormekte olan 1174 o6grenci olusturmaktadir. Orneklem sayisinin, yapilacak olan faktor
analizinin nihai sonuglari lizerinde ¢ok buyiik bir etkiye sahip oldugunu belirten Comrey ve Lee
(1992) o6rneklem sayisi bakimindan 1000 kisi ve daha fazlasinin miikemmel derecede giivenilir
oldugunu ifade etmistir. Buna gore ¢alismada gecerlik ve giivenirlik i¢cin ulasilan 6rneklem
sayisinin yeterli oldugu sdylenebilir.

Envanterin Gelistirme Siireci

Bu sitirecte oOncelikle dijital gilivenlik ile ilgili kazanim ve kavramlarin 06gretim
programlarinda yer almasi sebebiyle Sosyal Bilgiler ile Bilisim Teknolojileri ve Yazilim dersinin
O0gretim programlari, ders kitaplari ve alanyazin incelenmis, envanterde yer almasi gereken alt
olcekler belirlenerek madde havuzlari olusturulmustur.

Alt dlgekler icin “hi¢ katilmiyorum”, “katilmiyorum”, “biraz katiliyorum”, “katiliyorum”,
“tamamen katiliyorum” seceneklerinden olusan 5’li likert tipi kullanilmistir. Se¢eneklerdeki
ifadeler “hi¢ katilmiyorum” ifadesinden “tamamen katiliyorum” ifadesine dogru 1’den 5’e dogru
puan verilmistir. Buna goére elde edilecek olan yiiksek puan dijital giivenlik 6z yeterlik
konusunda her bir alt 6l¢ek i¢in 6z yeterlik durumu olumlu yonde degerlendirilecektir.

Alt olceklerin taslak formu BOTE’ den 5, Sosyal Bilgiler Egitimi'nden 3, Olgme-
Degerlendirme alanindan 1 ve Tiirk¢e Egitimi'nden 1 alan uzmani olmak iizere 10 uzmanin
gorlisiine sunulmustur. Uzman gorusleri neticesinde gerekli diizenlemeler yapilmis ve teknik alt
olgeginde 20, psikososyal alt 6lceginde 8, cevrim i¢i alisveris alt dlceginde 5, hak ve sorumluluk
alt 6lgeginde 7 ve saglik alt 6lceginde 5 madde kalmistir. Olusan taslak form agiklik ve anlasilirlik
yoniinden 5 yedinci sinif 6grencisine uygulanmis ve tekrar diizenlenmistir. Diizenlemeler
sonucunda envanter ¢alisma grubuna uygulanmistir.

Veri Analizi

Veri analizinde SPSS 24.0 ve AMOS paket programlar1 kullanilmistir. Alt 6lgeklerin
gelistirilmesi icin Ac¢imlayict Faktor Analizi (AFA) ve Dogrulayict Faktor Analizi (DFA)
yapilmistir.

AFA calismalarinda Kaiser-Mayer-Olkin (KMO) ve Bartlett testleri verilerin faktor
analizine uygunlugu acisindan degerlendirilmistir. AFA’da teknik alt 6lgekte faktorler arasinda
iliski oldugu distiiniilerek dagilhimi daha iyi ortaya koymak acisindan egik doéndiirme
yontemlerinden promax yontemi yapilmistir. Bununla birlikte 6zdegeri 1’den biiyiik maddeler
dikkate alinmistir. Diger alt olgeklerde ise yapi tek faktorlii oldugu icin déndiirme teknigi
kullanilmamaistir.
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AFA sonucunda olusan alt 6lgeklerin yapi gecerligine ek kanit amaciyla ayni veri yapisi
tizerinden DFA ¢alismasi yapilmistir. Bu konuda alanyazinda cesitli 6lcek gelistirme ¢alismalari
mevcuttur (Akbaba Altun ve Biliyikoztirk, 2011; Alici, 2013). DFA’da modelin gecerligini
degerlendirmek amaciyla x2/ (df), RMSEA, TLI/NNFI, CFI, NFI, AGFI, GFI degerleri
hesaplanmistir.

Tablo 1. Olcme modellerinin tiimiinde uyum indeks degerlerinin degerlendirilmesinde kullanilmis olan kriter
degerler

Uyum Indeks Miikemmel Uyum Kriterleri Kabul Edilebilir Uyum Kriterleri
x2/ (df)=Y 0<Y<3 3<Y<5

RMSEA=Y 0<Y<0,05 0,05<Y<0,08
TLI/NNFI=Y 0,97<Y<1,00 0,95<Y<0,97
CFI=Y 0,97<Y<1,00 0,95<Y<0,97
NFI=Y 0,95<Y<1,00 0,90<Y<0,95
AGFI=Y 0,90<Y<1,00 0,85<Y<0,90
GFI=Y 0,95<Y<1,00 0,90<Y<0,95

Tablo 1'de 6lgme modeline ait uyum indekste kriter degerlerden x2/ (df) Byrne’e (2013)
gore ve RMSEA, TLI/NNF]I, CFI, NFI, AGFI, GFI ise Schermelleh-Engel ve digerleri (2003; aktaran
Pektas, 2022) gore verilmistir.

Analizler sonrasinda olusan o6lcegin giivenirligini test etmek amaciyla Cronbach Alfa
glivenirlik kat sayisina bakilmistir. Ayn1 zamanda her bir alt dlgege ait maddelerin i¢ gecerligini
test etmek i¢cin madde toplam korelasyon analizlerine bakilmistir.

Arastirmanin Etik izinleri

Yapilan bu c¢alismada “Yiiksekdgretim Kurumlar Bilimsel Arastirma ve Yaymn Etigi
Yonergesi” kapsaminda uyulmasi belirtilen tim kurallara uyulmustur. Yonergenin ikinci boliimi
olan “Bilimsel Arastirma ve Yayin Etigine Aykir1 Eylemler” bashig: altinda belirtilen eylemlerden
hicbiri gerceklestirilmemistir.

Etik Kurul izin Bilgileri

Etik degerlendirmeyi yapan kurul ad1 = Gazi Universitesi Etik Komisyonu
Etik degerlendirme kararinin tarihi=08.02.2022

Etik degerlendirme belgesi say1 numarasi=E-77082166-302.08.01-281365
Bulgular ve Yorum

Bu bélimde Dijital Giivenlik Oz Yeterlik Enventeri’nde yapi gecerligini incelemek
amaciyla AFA ve DFA calismalari her alt 6lgek icin ayr1 sunulmustur. Alt 6lceklerin giivenirlik
sonuglarina béliim sonunda “giivenirlik” bashigi altinda yer verilmistir.
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Teknik Alt Olgegi
Acimlayici Faktor Analizi

Teknik alt dlceginde hesaplanan KMO degeri 0,90’dir ve bu degerin 0,60 degerinden
ylksek olmasi faktoér analizine uygun oldugunu gosterir (Biylkoztirk, 2019). Bartlett test
sonucu ise 4349,77 olarak hesaplanmis ve bu deger 0,01’e gore anlamhdir (X2105=4349,77).
Barlett testi sonucunun anlamli diizeyde olmasi verileri faktor analizine uygun oldugunu
gosterir (Kalayci, 2009). Bu dogrultuda yeterli bir 6rneklem kullanildig1 sdylenebilir.

Teknik alt 6lceginde maddelerin arasindaki iliskiyi ortaya koymak amaciyla yapilan AFA
isleminde 6lcekteki maddelerin birbiriyle iligkili oldugunun varsayildigi durumlarda kullanilan
“egik dondiirme” yontemlerinden promax yontemi kullanilmistir. AFA’da en az 0,30 degeri
kullanilmaktadir ve teknik alt 6lceginde yer alan 5 madde bu degerin altinda kaldig1 icin 6lcekten
cikarilmistir. Tekrarlanan AFA sonuglarina gore ise teknik alt 6lcegi 15 madde ve 2 faktorliidiir.
Birinci faktor “Giivenilmeyenden kacinma” olarak adlandirilmis ve 8 maddeden olusmus,
aciklanan varyans %32,86’dir. Faktor ytik degerleri 0,45-0,83 arasinda degismekte ve 6zdegeri
4,92'dir. ikinci faktér ise “Onlem alma” olarak adlandirilmis ve 7 maddeden olusmus, aciklanan
varyans %10,28'dir. Aciklanan toplam varyans degerine (%43,14) gore 6lcegin olctiigii niteligi
yeterince acikladigi soylenebilir. Faktor ytk degerleri 0,47-0,72 arasinda degismekte ve 6zdegeri
1,54’tiir. Tim bu bulgulardan hareketle, teknik alt 6lgeginin yapi gecerligi tatmin edici
diizeydedir. Ayrica teknik alt 6lgeginin madde toplam korelasyonunun 0,47 ile 0,60 arasinda
deger almasi sebebiyle madde ayirt ediciliginin yeterli diizeyde oldugu goriilmektedir.

Dogrulayici Faktér Analizi

Teknik alt Olceginde DFA’da 1. faktdér icin faktor yikleri 0,44 ile 0,58 arasinda
degismekte, 2. faktor icin faktor yiikleri 0,44 ile 0,61 arasinda degismektedir. Arastirmada
modelin uyum indeks degerlerinin iyilestirilmesi i¢in bazi maddelerin hata ytkleri arasinda 5
tane modifikasyon kurulmustur.

DFA sonuglarinda x2/ (df) 4,86 olarak hesaplanmistir ve bu deger tablo 1’e gore kabul
edilebilir degerdedir. Teknik alt 6lgeginin RMSEA uyum indeks degeri ise 0,057°dir ve kabul
edilebilir uyum indeksine sahiptir. Yine Tablo 1’de yer alan degerlere gore TLI/NNFI, CFI ve NFI
degerleri kabul edilebilir uyum indeksine, AGFI ve GFI degerleri ise miilkemmel uyum indeksine
sahiptir. Genel itibari ile teknik alt dlcegine iliskin kurulan 6l¢gme modelinin dogrulandigi
gorillmektedir.

Psikososyal Alt Olcegi

A¢imlayici Faktor Analizi

Psikososyal alt olgeginde hesaplanan KMO degeri 0,84’tiir. Bartlett testi ise 2046,60
olarak hesaplanmis ve 0,01’e gore anlamhdir (X225=2046,60). Bu dogrultuda arastirmada yeterli

bir 6rneklem kullanilmistir.

Psikososyal alt 6lcekte yer alan maddelerin faktor yiik degerleri 0,47 ile 0,74 arasinda
degismektedir. Faktor yiik degerlerine gore alt dlcekte yer alan maddelerin dlgek ile uyumlu
oldugu goériilmektedir. Olgekte hicbir madde 0,45 degerinin altinda kalmamis tek faktérde
toplanmis olmasi sebebiyle analiz tekrarlanmadan son seklini almistir. Ayrica tek faktorlii
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yapida olmasindan kaynakli déndiirme teknigi kullanilmamistir. Madde toplam korelasyonuna
bakildiginda ise degerler 0,35 (m21) ile 0,62 (m28) arasinda degismektedir ve madde ayirt
ediciligi yeterlidir. Bununla birlikte 6zdeger 3,22 olarak hesaplanmistir ve tek bir faktorde
toplam varyans degerinin %40,33’linii acikladigi goriilmektedir. Tek faktorlii olceklerde,
aciklanan varyansin %30’dan fazla olmasi yeterli goriilmektedir (Tavsancil, 2010).

Dogrulayici Faktor Analizi

DFA’da maddelere ait faktor yiikleri 0,39 ile 0,69 arasinda degismektedir. Arastirmada
modelin uyum indeks degerlerinin iyilestirilmesi i¢cin bazi maddelerin hata ytikleri arasinda 1
tane modifikasyon kurulmustur.

DFA sonuglari tablo 1'deki uyum indeks kriterlerine gore degerlendirilmistir. Buna gore,
psikososyal alt 6lgegine iliskin kurulan 1. diizey tek faktorlii 6lcme modeline ait uyum indeks
degerlerinde, x2/ (df) degerinin 3,79 oldugu ve bu degerin tablo 1’e gore kabul edilebilir uyum
indeksindedir. RMSEA uyum indeks degeri ise 0,049’dur ve bu deger tablo 1’e gére miikemmel
uyum indeksindedir. Yine tablo 1’e gore TLI/NNFI degeri kabul edilebilir uyum indeksinde, CF]I,
NFI, AGFI ve GFI degerleri ise miilkemmel uyum indeksindedir. Genel itibari ile psikososyal alt
olcegine iliskin kurulan 6l¢me modelinin dogrulandig: gériilmektedir.

Cevrim i¢i Ahisveris Alt Olcegi
A¢imlayici Faktor Analizi

Cevrim i¢i alisveris alt Olgceginde hesaplanan KMO degeri 0,79’dur. Bartlett testi ise
1199,12 olarak hesaplanmis ve 0,01’e gore anlamhdir (X210=1199,12). Bu dogrultuda
arastirmada yeterli bir 6rneklem kullanilmistir.

Cevrim ici alisveris alt dlcegi tek faktorde 5 maddeden olusmus ve faktor ylik degerleri
0,61 ile 0,77 arasinda degismektedir. Faktor ytlik degerlerine bakildiginda maddelerin 6l¢ek ile
uyumlu oldugu goriilmektedir. Hicbir madde 0,45 degerinin altinda kalmadig1 ve tek faktorde
toplanmasi sebebiyle analiz tekrarlanmadan son seklini almistir. Ayrica tek faktorlii yapida
olmasindan kaynakli dondiirme teknigi kullanilmamistir. Madde toplam korelasyonunlari ise
0,41 (m29) ile 0,58 (m31-32) arasinda degismektedir ve madde ayirt ediciligi yeterlidir. Bununla
birlikte alt dlgekte 6zdeger 2,49 olarak hesaplanmistir. Alt olgekte tek bir faktdrde toplam
varyans degerinin %49,79'unu acikladig1 gériilmektedir.

Dogrulayict Faktér Analizi

DFA’da maddelere ait faktor yiik degerleri 0,48 ile 0,71 arasinda degismektedir.
Arastirmada modelin uyum indeks degerlerinin iyilestirilmesi i¢cin baz1 maddelerin hata ytikleri
arasinda 1 tane modifikasyon kurulmustur.

DFA sonuglari tablo 1'deki uyum indeks kriterlerine gore degerlendirilmistir. Buna gére
alt 6lgege iliskin kurulan 1. diizey tek faktorlii 6l¢me modeline ait uyum indeks degerlerinde, x2/
(df) degerinin 1,52 oldugu ve bu degerin miikemmel uyum indeksine sahip oldugu
goriilmektedir. RMSEA uyum indeks degeri ise 0,021'dir. Buna gore tabloda goriildiigii tizere
cevrim i¢i alisveris alt dl¢egine ait diger degerler de miikemmel uyum indeksine sahiptir. Genel
itibari ile cevrim i¢i aligveris alt 6lcegine iliskin kurulan 6l¢gme modelinin dogrulandigi
goriilmektedir.
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Hak ve Sorumluluk Alt Olgegi
Acimlayici Faktor Analizi

Hak ve sorumluluk alt 6lceginde hesaplanan KMO 6rneklem uyum 6lciisii degeri 0,81’dir.
Bartlett Kiiresellik Testi ise 2046,09 olarak hesaplanmis ve bu deger 0,01’e gore anlamlidir
(X221=2046,09). Bu dogrultuda arastirmada yeterli bir 6rneklem kullanilmistir.

Hak ve sorumluluk alt 6lcegi tek faktérde 7 maddeden olusmus ve faktoér yik degerleri
0,51 ile 0,74 arasinda degismektedir. Faktor yiik degerlerine bakilarak alt dlcekte yer alan
maddelerin dlcek ile uyumlu oldugu gériilmektedir. Olgekte hicbir madde 0,45 degerinin altinda
kalmamis tek faktorde toplanmis olmasi sebebiyle analiz tekrarlanmadan son seklini almistir.
Ayrica tek faktorli yapida olmasindan kaynakli dondiirme teknigi kullanilmamistir. Madde
toplam korelasyonuna bakildiginda ise degerler 0,38 (m40) ile 0,59 (m34) arasinda
degismektedir ve madde ayirt ediciligi yeterlidir. Bununla birlikte 6zdeger 3,10 olarak
hesaplanmustir. Alt 6lcekte tek faktorde toplam varyans degerinin %44,32’si aciklanmaktadir.

Dogrulayici Faktor Analizi

DFA’da olgekte yer alan maddelerin madde faktor yikleri 0,43 ile 0,73 arasinda
degismektedir. Arastirmada modelin uyum indeks degerlerinin iyilestirilmesi icin bazi
maddelerin hata yiikleri arasinda 2 tane modifikasyon kurulmustur.

DFA sonuglari tablo 1'deki uyum indeks kriterlerine gore degerlendirilmistir. Buna gore
alt 6lgege iliskin kurulan 1. diizey tek faktorlii 6l¢me modeline ait uyum indeks degerlerinde, x2/
(df) degerinin 3,14 oldugu ve bu degerin kabul edilebilir uyum indeksine sahip oldugu
goriilmektedir. RMSEA uyum indeks degeri ise 0,043’tiir. Buna gore tabloda goriildiigii tizere hak
ve sorumluluk alt 6lgegine ait diger degerler de miikkemmel uyum indeksine sahiptir. Genel
itibari ile hak ve sorumluluk alt o6l¢cegine iliskin kurulan 6l¢gme modelinin dogrulandig:
goriilmektedir.

Saghk Alt Olgegi
A¢imlayici Faktor Analizi

Saglik alt 6lceginde hesaplanan KMO degeri 0,78’dir. Bartlett testi ise 1199,37 olarak
hesaplanmis ve 0,01’e gore anlamhdir (X210=1199,37). Buna goére arastirmada yeterli bir
orneklem kullanilmistir.

AFA’ya gore alt 6lcek tek faktorde 5 maddeden olusmus ve faktor yiik degerleri 0,61 ile
0,74 arasinda degismektedir. Faktor yiik degerlerine bakilarak alt 6lgekte yer alan maddelerin
olcek ile uyumlu oldugu goriilmektedir. Olgekte hicbir madde 0,45 degerinin altinda kalmamig
tek faktorde toplanmis olmasi sebebiyle analiz tekrarlanmadan son seklini almistir. Ayrica tek
faktorlii yapida olmasindan kaynakli déndiirme teknigi kullanilmamistir. Madde toplam
korelasyonuna bakildiginda ise degerler 0,51 (m44) ile 0,65 (m41) arasinda degismektedir ve
madde ayirt ediciligi yeterlidir. Bununla birlikte 6zdeger 2,49 olarak hesaplanmistir. Saglik alt
Olceginde tek bir faktorde toplam varyans degerinin %49,81’ini acikladig1 goriilmektedir.
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Dogrulayici Faktér Analizi

DFA’da maddelerin faktor yiik degerleri 0,48 ile 0,71 arasinda degismektedir.
Arastirmada modelin uyum indeks degerlerinin iyilestirilmesi i¢cin bazi maddelerin hata ytikleri
arasinda 1 tane modifikasyon kurulmustur.

DFA sonuglari tablo 1’deki uyum indeks kriterlerine gore degerlendirilmistir. Buna gore
tablo 16 incelendiginde alt 6lgege iliskin kurulan 1. dlizey tek faktorlii 6lgme modeline ait uyum
indeks degerlerinde x2/ (df) degerinin 2,85 oldugu ve bu degerin miikemmel uyum indeksine
sahip oldugu goriilmektedir. Tablo 1’e gore hak ve sorumluluk alt 6l¢cegine ait diger degerler de
miikemmel uyum indeksine sahiptir. Genel itibari ile saglik alt 6lgegine iliskin kurulan 6lgme
modelinin dogrulandig1 goriilmektedir.

Gitvenirlik

Dijital Giivenlik Oz Yeterlik Envanteri'nde yer alan 5 alt élgegin giivenirligine Cronbach
Alfa i¢ tutarhilik kat sayilarina bakilmistir. Envanterde yer alan alt 6l¢eklere ait Cronbach Alfa
katsayilar1 sirasiyla; Teknik Alt Glgegi icin 0,85 (1. Faktor icin 0,80, 2. Faktor icin 0,77),
Psikososyal Alt Ol¢egi icin 0,77, Cevrim I¢i Algveris Alt Olcegi icin 0,74, Hak ve Sorumluluk Alt
Olgegi icin 0,78, Saghk Alt Olgegi icin 0,75 olarak hesaplanmistir. Kalayc1 (2009), Giivenirlik
katsayisi i¢in 0,60 ve lizerinin kabul edilebilir diizeyde gilivenilir oldugunu ifade etmektedir. Bu
kriter goz 6ntinde bulunduruldugunda her bir alt 6lgegin giivenirlik degerlerinin kabul edilebilir
diizeyin listiinde oldugu yani alt 6l¢eklerin giivenilir oldugu goriilmektedir.

Sonug¢

Bu ¢alismada, 7. sinif 6grencilerinin dijital glivenlik 6z yeterlik algilarimi belirlemek i¢in
gelistirilmis olan “Dijital Giivenlik Oz Yeterlik Envanterinde” yer alan 5 alt 6lcegin tiimiinde KMO
ve Bartlett test sonuclarina gore faktor analizine uygunlugu tespit edilmistir. Alt 6lceklerin AFA
sonuclarina gore teknik alt oOlgeginin 15 madde ve 2 faktérden olustugu gorilmistiir.
Psikososyal alt 6lgegin 8 madde, ¢evrim ici alisveris alt 6l¢eginin 5 madde, hak ve sorumluluk alt
Olgeginin 7 madde ve saghk alt oOlgeginin 5 maddelik tek faktorlii bir yapida oldugu
goriilmektedir. Ayrica teknik alt 6lgekte toplam varyansin %43,14'liniin, psikososyal alt dlcekte
%40,33’liniin, cevrim i¢i alisveris alt dlgekte %49,79’unun, hak ve sorumluluk alt olcekte
%44,32’sinin, saglik alt olgekte %49,81’inin agiklandiglr goriilmektedir. Agiklanan varyans
oranlarina bakildiginda tiim alt 6l¢ceklerin yapi gecerliginin iyi diizeyde oldugu ispatlanmistir. Alt
Olgeklere ait DFA sonuglarina gore ise model istatistiksel olarak dogrulanmaktadir. Cronbach
Alfa degerleri ise alt o6lgeklerin giivenirligini ispat etmektedir. Bu sebeple gelistirilmis olan
envanterin gecerli ve glivenilir bir 61l¢gme araci oldugu kanitlanmigtir.

Dijital gilivenligin teknik bilgi ve farkindaligin dogru kullanimi etkiledigi de
diistinuldiigiinde bireylerin dijital giivenlik 6z yeterliklerinin Olgtilmesine iliskin 6lgek
gelistirilmesi ve glivenilir 6lciimlerin yapilmasi biiyiik 6énem tasimaktadir. Alanyazinda dijital
glivenlikle ilgili gelistirilmis olan 6l¢cekler arasinda tliniversite 6grencilerine yonelik (Akgiin ve
Topal, 2015; Arpaci ve Seving, 2022; Colak, 2019; Erdogmus, 2017; Ekinci ve Kayapali Yildirim,
2019; Erol ve digerleri, 2015), ortadgretim 68rencilerine yonelik (Giildiiren ve digerleri, 2016),
O0gretim elemanlarina yonelik (Keser ve Gilildiiren, 2014) ve ortaokul 6grencilerine yonelik
(Mihg1 ve Kilig Cakmak, 2017) calismalar mevcuttur. Butavicius ve digerleri (2020) hedef
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kitlenin dijital cihazla is yerinde ¢alisan yetiskinlerin oldugu c¢alismalarinda siber giivenlige
yonelik teknik kontrol olcek gelistirmeyi amaglamislardir. 4 maddeden olusan olcek, bu
calismadaki teknik alt 6l¢egi ile iliskilidir. Egelman ve Peer (2015) ise 18-69 yas araliginda dijital
kullanicilarin siber gilivenlik davranisini tespit edebilecek bir 6lgme araci gelistirmeyi amacladigi
calismasi ise teknik ve psikososyal alt 6lceginde yer alan maddelerle iliskilendirilebilir.

5 alt 6lcekten meydana gelen 6z yeterlik envanteri bir biitiin olarak ayni yas grubundaki
ogrencilere uygulanabilecegi gibi, her bir alt 0lcek farkli calismalara ayr1 ayr1 katki
saglayabilecektir. Bireylerin bir dijital giivenlik ihlaline maruz kalma durumlari, karsilasilan
saglik sorunlar1 vb. ile dijital glivenlik 6z yeterlikleri arasindaki iliski gelistirilen bu envanterle
degerlendirilebilir. Dijital giivenlik 6z yeterlik envanteri egitim miifredatinin amaglarina ve
icerigine yonelik katki saglayabilir. 7. sinif 6grencilerinin dijital glivenlik 6z yeterlik diizeylerini
belirlemede kullanilabilecek gecerli ve giivenilir bir 6lcme araci oldugu soylenebilir. Gelistirilmis
olan “Dijital Giivenlik Oz Yeterlik Envanteri” 7. simf 6grencilerinin dijital giivenlik 6z yeterlik
diizeylerinin belirlenmesi ve cesitli degiskenlere gore farklilik gosterip gostermediginin tespit
edilmesi amaciyla kullanilabilir. Ortaokul 7. sinif 6grencilerinden veri toplanarak gelistirilmis
olan bu 6lcek farkl yas gruplari i¢in de yeniden uyarlanip gelistirilebilir.
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DiJiTAL GUVENLIK OZ YETERLIK ENVANTERI = =
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Teknik Alt Olcegi

1.Sifre sifirlamada kullanilan giivenlik sorularina bagkalarinin tahmin | 1 2 3| 4 5

edemeyecegi cevaplar olusturabilirim.

2.Gligli sifre olusturabilirim. 1|12]|3]| 4 5

3.Dijital cihazlarda (akill telefon, tablet, bilgisayar vb.) giivenlik yazilimlar 1|12]3]| 4 5

(antiviriis yazilimi vb.) kullanabilirim.

4 Sifre giivenligi icin “iki faktorli kimlik dogrulama” yontemini 1|12]|3]| 4 5

kullanabilirim.

5.Dijital cihazlarimda (akill telefon, tablet, bilgisayar vb.) lisansh yazilim 1|12]|3]| 4 5

kullanabilirim.

6.Dijital ortamda 6nemli dosyalar1 yedekleyebilirim. 1 (2|34 5

7.Dijital cihazlar1 (akilli telefon, tablet, bilgisayar vb.) kullanirken giivenlik 1 (2|3 ] 4 5

bildirimlerine uygun davranabilirim.

8.Istenmeyen e-postalar: “istenmeyen posta” olarak isaretleyebilirim. 112]|3]| 4 5

9.internet tarayicisinin (Google Chrome, Firefox vb.) giivenlik ayarlarini 1|12]3]| 4 5

diizenleyebilirim.

10.Dosya indirmeden 6nce giivenlik kontrollerini yapabilirim. 1|12]3]| 4 5

11.Halka acik bilgisayarlari kullandiktan sonra cihazda kalan bilgilerimi 112 |3|4 5

temizleyebilirim.

12.Givenli internet hizmetlerini segebilirim. 112 |3|4 5

13.Stipheli goriinen baglantilar1 agmaktan kaginabilirim. 1|12]3]| 4 5

14.internette bilgi edinecegim kaynagin giivenirligini kontrol edebilirim. 112 |3| 4 5

15.Internette ulastigim bilgilerin dogrulugunu kontrol edebilirim. 1 (2|3 ] 4 5

Psikososyal Alt Ol¢egi

1.Sosyal medyada yabancilarin arkadaslik isteklerini kabul etmemeyi tercih 1|12]|3]| 4 5

edebilirim.

2.Dijital ortamda kisisel bilgilerimi (TC No, dogum tarihi, telefon no, konum 1 (2|3 4 5

vb.) paylasmaktan kaginabilirim.

3.Dijital ortamda tehdit ve santaja maruz kaldigimda durumu giivenilir bir 1 (2|3 ]| 4 5

yetiskin ile paylasabilirim.

4.Dijital ortamda zorbaliga maruz kaldigimda saldirgana itiraz edebilirim. 112 |3|4 5

5.Sosyal medya sitelerine {iye olmadan énce gizlilik-giivenlik politikasini 1 (2|3 ] 4 5

inceleyebilirim.

6.Koti niyetli olduguna emin oldugum kisileri engelleyebilirim. 112]3]| 4 5

7.Internette tamgilan Kisilerin sahte olma ihtimaline kars: temkinli(6lgiilii) 112]3]| 4 5

olabilirim.

8.Internette kisilerin kotii niyetli olma ihtimaline kars: temkinli(dl¢iilii) 1|12]|3]| 4 5

olabilirim.
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Cevrim ici Algveris Alt Olcegi

1.Ailemle birlikte yaptigim internet alisverislerinde kredi karti bilgilerinin
kaydedilmemesini 6nerebilirim.

2.Ailemle birlikte yaptigim internet alisverislerinde kullanici yorum ve
sikayetlerini kontrol edebilirim.

3.Ailemle birlikte yaptigim internet alisverislerinde giivenli 6deme
yontemlerini dnerebilirim.

4.Ailemle birlikte yaptigim internet aligverisi sirasinda tercih edecegimiz
sitenin giivenirligini kontrol edebilirim.

5.Ailemle birlikte yaptigim internet alisverislerinde “bilgilendirme metninin”
dikkatlice okunmasini énerebilirim.

Hak ve Sorumluluk Alt Olcegi

1.Dijital ortamda kisilerin haklarina saygili davranabilirim.

2.Dijital ortamda kisilik haklarini ihlal eden durumlar sikayet edebilirim.

3.Dijital ortamda zararl icerik ve paylasimlari sikayet edebilirim.

4.Dijital ortamda deger kavramlarina (din, vatan, bayrak, aile, irk vs.) saygili
davranabilirim.

5.Dijital ortamda baskalarina ait belgeleri (video, fotograf, ses vb.) izinsiz
kullanmaktan kac¢inabilirim.

6.Dijital ortamda baskalarina ait belgeler (video, fotograf, ses vb.) lizerinde
degisiklikler yapmaktan kacinabilirim.

7.Arastirmalarimda internetten yararlandigim kaynaklar1 kaynakg¢ada
belirtebilirim.

Saghik Alt Olgegi

1.Eglence amagl internet kullanimlarinda (sosyal medya, dijital oyun, video
vb.) asir1 zaman harcamaktan kac¢inabilirim.

2.Dijital cihazlar1 (akilli telefon, tablet, bilgisayar vb.) kullanirken oturus
bicimi ve izleme mesafesini sagliga uygun sekilde ayarlayabilirim.

3.Dijital cihazlarimi kullanirken ses, 151k ve ekran parlakligini sagliga uygun
ayarlayabilirim.

4.Zararl igeriklerden (nefret, siddet, cinsel icerikli video, film, oyun, fotograf
vb.) uzak durabilirim.

5.Akilli isaretlere (olumsuz 6geler igerir, +13 vb.) gore igerik tercihi
yapabilirim.
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