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Dijital ayak izi yonetimi ve dijital ayak izi
farkindaligint  incelemeyi  amaglayan  bu
calisma, dijital defin kavramina odaklanarak su
soruyu ele aliyor: Oliimden sonra dijital
verilerimize ne olacak? Dijital ayak izi
yonetimi yeni bir terimdir ve yonetim bilimi
literatiirtinde dar bir alan bulmustur. Bu
calisma, bu kavram hakkinda farkindalik
yaratma girisimidir. Nitel arastirma
yontemlerinden ikincil kaynak taranmasindan
yaratlanilmistir. Ayrica ikincil kaynak taramast
kapsaminda cesitli caligmalar incelenmis ve
ardindan ~ MAXQDA 2022  programi
yardimiyla dijital ayak izi alaninda yapilan
yayinlarin odak noktalarint  belirlemek icin
anahtar kelimeleri alinarak kelime bulutu
analizi yapilmistir. Bulgulara gore dijital ayak
izlerinin dogru ve etkin kullanimi dijital
vatandashigin bir geregidir. Dijital ayak izi
yonetimi kapsaminda ele alinan dijital defin
konusu literatiirde olduke¢a yeni bir kavramdir
ve bu durum bu c¢alismanin en Onemli
sinirliligidir.  Gelecekteki — arastirmalar — icin
teorik bir cerceve ¢izmeyi ve bu alanda
calismak isteyen diger akademisyenlere yol
gostermeyi ummaktadir.

ABSTRACT

This study aims to examine digital footprint
management and digital footprint awareness and
deals with this question by focusing on the
concept of digital burial: What will happen to our
digital data after death? Digital footprint
management is a new term and has found a
narrow area in the literature on management
science. This study is an attempt to raise
awareness of this concept. It employs the review
of secondary sources as one of qualitative
research methods. In addition, it examines
various studies under the scope of secondary
literature review and then they are subjected to
word cloud analysis by taking their keywords to
determine focal points of publications conducted
in the field of digital footprint with the assistance
of program MAXQDA 2022. According to its
findings, the correct and effective use of digital
footprints is a requirement of digital citizenship.
The subject of digital burial, discussed in the
context of digital footprint management is a fairly
new concept in the literature and this situation is
the most important limitation of this study. It
expects to draw a theoretical framework for
future research and to guide other academicians
who wish to work in this field.
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INTRODUCTION

Digital footprints comes into the being as a result of online communication and play an important role in
creating vital opportunities for people (Black and Johnson, 2010). Digital footprint refers to the information
and data that people create when they are online through their purposeful actions or passive recording.
Considering that members of generation Z are productive users of Internet, there have been increasing
concerns about the forms of digital footprints created by this generation and what kind of consequences it
would have in the future (Thatcher, 2014).

This study principally is an attempt to make sense of the process relating to digital footprint management. In
this regard, it aims to classify types of digital footprints, explain concepts of digital burial, and increase
awareness of digital footprint management in order to create a conceptual framework for digital footprint
management based on the literature. On that note, its scope consists of academic studies such as articles,
papers and books published in academic databases. The most important limitation of this research is the
inadequacy of academic studies conducted on "digital burial", which is discussed in the context of digital
footprint management in national and international literature.

2. Literature Review
2.1 Digital Footprint

Digital footprints leave a matk just like people's physical footprints on the ground; they are even called as
digital shadows. Digital shadow is perceived by the mark you leave in the world, and it is often found in the
traces we leave in every environment we've been, words we’ve said, deeds we’ve done and things we’ve
written. A digital footprint is the trace that an asset including TV, mobile phone, Internet, mobile web, and
other devices and sensors leaves during its interactions in the digital environment. All we upload to the
information system consisting of interconnected hyper-text documents posted on the Internet, is for others to
see and evaluate our footprints in the digital world. Digital footprints offer information about an asset's
activity in a digital context. Behavioral targeting, personalisation, target marketing, digital reputation, and other
social media or social graphics services all benefit greatly from it as well.

The phrase "record of your interactions with the digital world and the methods for exploitation of the data left
behind" can be used to define a person's digital footprint. Despite the fact that younger generations frequently
use the internet for professional and personal matters, they tend to prioritize the immediate advantages of
networking with their friends and social circles rather than the long-term effects of their online behavior
(Oxley, 2010). One of the most common uses of the Internet is for social networking sites to facilitate
communication. This, in turn, aids in people creating their own online personas (Australian Communications
and Media Corporation, 2013a). The development of a person's digital footprint, or the traceable data and
information that people produce when they are online, is known as a "digital footprint" (Thatcher, 2014).
However, your commercial transactions are included in your digital footprint as well as your social media
activities. For instance, if you purchase something from eBay or Amazon online, your name is recorded in the
database and linked to the online purchase (Kalbande, 2019).

2.2. Types of Digital Footprints

Digital footprints can be divided into two categories: active digital footprints and passive digital footprints.
(Micheli, Lutz and Biichi, 2018).An active footprint is a data trail that someone intentionally or consciously
leaves behind. Sending an email to someone (you want them to see it) is an example of leaving an active
footprint. Other examples include writing blog posts, publishing on social media sites like LinkedIn, Twitter,
and Instagram, and completing forms that ask for email or text update subscriptions. The size of the digital
footprint increases with the number of emails sent. Emails could live several years or more because the
majority of people save them online. On the other hand hand, a passive footprint is described as inadvertent
or unconscious marks that a person makes online. Examples of this include using applications and websites
that use geolocation to determine a uset's location; browsing goods and engaging in activities that advertisers
aggregate and analyze to create a profile of you and serve you with relevant adverts(Gloor, Colladon and
Grippa, 2020).A user's unintentionally left-over data trail or information path on the internet is also referred
to as a passive digital footprint. For instance, the IP address can access the web server when the user accesses
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a website. The internet service provider and the user's general location are later identified by this address. IP
addresses are nevertheless a part of users' digital footprints even though they are subject to change and do not
contain any personal information. Some search engines record search history when the user logs in and these
histories are called as more specific elements of passive digital footprints (Wook et al., 2019).

In addition to active and passive digital footprint types, we encounter following sub-categories in
literature(McDermot, 2018; Micheli, Lutz and Biichi, 2018; Gloor, Colladon and Grippa, 2020; Levy and
Gafni, 2021). These are:

e  Personally identifiable information: Contains information related to real names of individuals.
¢ Anonymous: Contains anonymous data. This type of digital footprint hides IP address.

e User input: Contains the data created as a result of user input.

e Sensor data: These are the data created with the help of sensors.

2.3.Digital Footprint Management

People who lack the knowledge or skills to display a strong online presence and who have not received any
training in the topic may be at a disadvantage. Digital traces might thereby endanger one's security and
reputation. It may harm a person's possibilities for higher education and employment in terms of reputation.
Additionally, in terms of security, having digital footprints might make it more likely to be followed, stalked,
and harassed. According to Biichi, Lutz, and Micheli (2017), the problem of legal gaps in digital footprints is
extremely complicated because it involves actors ranging from individual users and networks to platform
providers, data brokers, civil rights organizations, and governmental agencies. At this point, it is of great
importance to manage the digital footprints and decide the kind of strategytobe used for digital burial when
the relevant person is still alive.

Not all digital footprints are positive, and they may not leave positive footprints. For that reason, managing
one's digital footprint has become crucial to maintaining a positive digital identity. Since today’s employers use
digital footprints to monitor the activities of their employees online, the management of digital footprints has
become essential. Since some employment sectors, such as advertising, public relations, and the media, might
anticipate and actively encourage you to create a digital footprint, The Career Counseling Service (2012)
advises people to capitalize on their digital footprints. For instance, you can look up instances of your online
creativity in blogs, profiles, or videos (Kalbande, 2019). In order to manage digital footprints, one must be a
competent online media user. People who spend time on the Internet, that connect throughone or more
technological devices and whose social environment, family, etc. connect with each other in digital spaces are
called digital citizens (¢T'winning, 2016). One of the biggest requirements for digital citizenship is minimizing
the problems that may occur in future by using the footprints in online environments propetly. At this point,
the concept of digital footprint awareness comes to the fore. For one to be media literate, adapt to modern
society, develop technical (sometimes referred to as digital literacy) and cognitive abilities (ability to gather
information and comprehend the implications of online activities), one must be conscious of one's digital
footprint (EAVI, 2019). In order to manage their digital footprints, people are supposed to be aware of them.

Digital footprint management is a strategy used to track, monitor and manage the traces left by a person or
business due to their online activities. A digital footprint is digital data resulting from the activities of our
internet-connected devices. This data reflects the online behavior and activities of a person or business
(Buchanan et al., 2017). Digital footprint management is important for maintaining a person or business's
online image, managing and strengthening its reputation. This strategy helps protect online reputation and
prevent malicious activity. It is also essential for businesses to communicate and interact with their customers
(Wook et al,, 2019). Digital footprint management strategies may include elements such as social media
monitoring, search engine optimization (SEO), online reputation management, content management, crisis
communication, and online privacy protection. These strategies are used by individuals and businesses looking
to protect their online presence. Digital footprint management is an essential tool for maintaining the online
image of a person or business. A good digital footprint management strategy can help monitor the online
activity of individuals or businesses, manage and strengthen their reputation (Mayda, 2022).
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2.4.Digital Burial

The digital footprints that people leave behind on the Internet and social media can potentially affect people's
future careers or job prospects. On social media platforms, people's stories in their social networks can
sometimes cause them lose their jobs, to be expelled from their schools and even to be prosecuted, depending
on the content in their social media accounts (Cooper, 2015). Just as there is a need for legal regulations, rules
and control in all areas of life, digital footprints should be placed in a formal structure, taken under control
and transferred to guardians by law or deleted/destroyed by the owner. In other words, the decision of
"digital burial” should be made when that person is still alive and healthy.

3. METHODOLOGY

The scope of the research consists of 28 studies written in English and published in Web of Science, Scopus
or Google Scholars. The main purpose of this research is to make a systematic review to classify digital
footprint types, explain concepts of digital burial, and increase awareness for digital footprint management.

In order to achieve these goals, it takes following steps: a) Developing the research methodology, b) Scanning
the relevant electronic database, c) Interconnecting studies on digital footprint. This study has examined only
printed works due to the inability to control mistakes made in their original versions, and to be objective in
the selection of relevant articles and dissertations. This research has conducted systematic analysis based on
reviews of secondary sources as one of the qualitative research methods. Systematic analyzes are secondary
research studies in which randomized controlled trials are collected and synthesized (Corcoran and Pillai,
2008).To call a study attempting to find an answer to a research question a systematic analysis, it is required to
identify the studies to be used, carefully select them and synthesize their outputs in a systematic, transparent
and reproducible manner (Yildiz, 2022).When done correctly, systematic analyzes provide reliable evidences in
research (Ata & Urman, 2008).

( )
Records 1der1t1ﬁe_d from: Recordings after duplicates are
e . Databases (n=3) _— removed n=45
Identification Records identified through
database searching n= 57
—
v
)
Reviewed works n=45 Eliminated records n=17
Screening
Eligible studies n=28
~
— !
Included Evaluated records n=28
~—

Figure 1.PRISMA Flow Chart
Source: Moher, Liberati, Tedzlaff and Altman, 2009: 873-880
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According to PRISMA method shown in Figure 1, the total number of studies obtained by database scanning
is 57. It has reached this sample through Web of Science, Google Scholar, Scopus Databases. Keywords of
Digital footprint, digital burial, digital footprint awareness, digital footprint management were scanned in
these databases. Table 1 presents theresults of electronic database scanning.

Table 1.Electronic Database search results

Keyword Digital Footprint, Digital Burial, Digital
Footprint Awareness, Digital Footprint
Management

Limits Title+English

Year 2010-2022°

Within the scope of this research, word cloud analysis has been carried out by the assistance of the program
Maxqda 2022. Word cloud analysis contributes to an easy understanding of the general composition of
repetitive words in the context of a visual richness allowed by the program (Williams, Parkes, & Davies, 2013:
45). The main purpose of visualizing the data obtained via Maxqda is not to visualize information, but to
make it more comprehensible and create a fast information flow (Fronza et al., 2013: 57-58). By word cloud
analysis with the assistance of Maxqda and by taking keywords of studies that the research has found via data
scanning, this study detects the most repeated ones (three were chosen as the number of repetitions) tries to
determine the focus of publications in such a way that would add visual depth.

4. FINDINGS

The systematic analysis in this study has divided existing works on digital footprint into several categories. It
has attempted to generalize and conceptualize all collected studies. Types of studies taken under review are
summarized in Table 2.

Table 2. Types and Numbers of Examined Studies

Article 18
Paper 10

Figure 2 shows the most frequently used keywords in works taken under examination in this study; they were
obtained after word cloud data analysis were carried out in the program Maxqda 2022.

—
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Figure 2.Word Cloud Analysis

When we look at the word cloud in Figure 2, it becomes apparent that the use of the word "digital" is the
most common one among other keywords in the publications analyzed in the study. It is followed by
“management”, “online” and “footprint”. The word "management", which is one of the most frequently
repeated words in the cloud, could not be found surprising since this study aims to include management

>The date range was accepted as the beginning of 2010 the publication year of the first studies, by examining the literature on digital
footprint management.
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dimension in the digital footprint concept. In this context, the prominent words this study has found as a
result of data visualization by means of word cloud analysis are compatible with relevant topics. Table 3

summarizes the findings of systematic analyses.

Table 3.Findings of Examined Studies

Source

Findings

Hick et.al., 2020

Digital footprints of different social groups suggest that they may
experience systematic advantages or disadvantages. For example, the
traces left online by users with low socioeconomic background differ from
those with high level of impact.

Sjoberg etal, 2016; Phelan,
2021

Digital footprint helps detect and prevent fraudulent and illegal activities

Chen et.al,, 2019

Digital footprints allow customization according to customer preferences

Sun et.al., 2022

Digital footprints enable businesses to tailor their offers according to
interests and demands of their customers.

Nawi et.al.,, 2020

Digital footprints help corporations cut costs

North and Oliver, 2014;
Sagay and Jahankhani, 2020;
Loutfi, 2022

In the process of developing a corporate strategy, it is possible to retrieve
data simply by using recorded information, which is the digital footprint of
users.

Benson and Filippaios, 2010;
Vervier et.al,,
2017;Arya,2019;Surmeliogluy,
Y., Seferogly, S. S. 2019

Hiring companies use digital footprints to identify qualified individuals.
Digital footprints are very important for career management

Koid et.al, 2018; Osborne
and Connelly, 2015; Kumar
and Raj, 2020; Chin and
Wang, 2020

Digital footprints help manage an individual's online profile/portfolio.

Osborn and Simpson, (2017);

Naumov and Kabanov
(2016); Levy and Gafni
(2021) Digital footprints help law enforcement in finding cyber-criminals.
Dumeresque, 2013;

Karabatak and Karabatak,
2020; Markos, 2012

Corporate companies can advertise products based on users' online
behavior.

It is possible to track online behaviors of users through digital footprints
during online identity transitions.

Haimson et.al,, 2016;
Shmatko, 2021
Arakerimath and Gupta,

2015; Younes, 2019; Seliger,
2020

The digital footprint, as a strategic tool, helps us deliver a better business
experience. But one of its disadvantages is the collection of data relating to
the online activities of customers without their knowledge and consent,
especially in the passive digital footprint. Our personal data can be used to
generate income without our knowledge, and constantly encountering
advertisements can be annoying and distracting.

5. CONCLUSION

All transactions and operations we perform on the Internet lead us to leave digital footprints behind us. Do
people know what happensto these digital footprints? What exactly does a digital footprint mean? These are
questions that modern people need to raise awareness as heavy users of the Internet. The starting point of this
research is to raise awareness about the digital footprint and to shed light on digital burial, which deals with
the future of digital footprints after the relevant person’s death. In this regard, our findings indicate that digital
footprints could have certain disadvantages since users leave them in a passive way; however, it is obvious that
with the right management of their traces, it is likely to play a very important role in presenting the right
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content to web users in the future. In addition to assisting online web service providers in understanding their
customers and serving them accordingly, creating a positive impression of an individual in terms of career
management depends on their digital footprints. Every second, some amount of active or passive digital
footprint is left on the web and it will continue to be produced as long as people appeal to online contents as
a fundamental requirement of our age.

With this study, it has been predicted that the concepts like digital footprint management, digital heritage and
digital burial will be used more frequently in the future, it would be necessary to establisha legal basis for these
concepts, the academic studies in the field of management will also change with the development of these
concepts and as a distinct profession digital curators will come to the fore. In addition, with the rapid changes
in socio-economic structure of our digitalized world, it is expected that academic studies on digital footprint
management will increase and different areas of employment will emerge for private sector employees who
wish to work in this field.

To sum up, while this study aims to raise awareness about digital footprint management, it is up to users how
to manage their digital footprints and control privacy issues.

References
Arakerimath, A., &Gupta, P. K. (2015). Digital footprint: Pros, cons, and future, International Journal of Latest
Technology in Engineering, 4(10), 52-56.

Arya, V., Sethi, D., & Paul, J. (2019). Does digital footprint act as a digital asset? Enhancing brand experience
through  remarketing.  International  Jouwrnal — of  Information — Management, 49,  142-156.
https://doi.org/10.1016/j.ijinfomgt.2019.03.013

Australian Communications and Media Authority (2013b) Digital Footprints and identities: Community attitudinal
research. Regulatory Frameworks and International
Coordination/Information/pdf/Digitalfootprintsandidentitiescommunityattitudinalresearchpdf.
https:/acma.gov.au//media/

Benson, V., &Filippaios, F. (2010, September). Effects of digital footprint on career management: evidence from social
media in business education. In World Summit on Knowledge Society, Springer, Berlin, Heidelberg.

Black S and Johnson A (2012) Employers’ use of social networking sites in the selection process. The Journal of
Social Media in Society 1(1): 7-28.

Buchanan, R., Southgate, E., Smith, S. P., Murray, T., &Noble, B. (2017). Post nophotos, leavenotrace:
Children’sdigitalfootprintmanagementstrategies. E-learninganddigital Media, 14(5), 275-
290.https://doi.org/10.1177/2042753017751711

Biichi, M., Lutz, C., &Micheli, M. (2017). Life online: The digital footprint gap. Digital Divide,|Oral presentation].
International Conference, California.
Chen, Y. J., Chen, Y. M., Hsu, Y. J., &Wu, J. H. (2019). Predicting consumers’ decision-making styles by

analysing digital footprints on facebook. International Journal of Information Technology & Decision
Making, 18(02), 601-627 https://doi.org/10.1142/50219622019500019

Chin, C. Y., &Wang, C. L. (2020). Effectiveness of COVID-19 pandemic prevention: a cross-country
comparison of digital footprint of google search data. Advances in Management and Applied
Economics, 10(4), 23-34.

Cooper C (2015).You've been Googled: What employers don’t want to see in your online profile. 'The Guardian.
https://theguardian.com/28/06/2023 / careers/ careers-blog/google-online-searches

Corcoran, J., &Pillai, V. (2008). A meta-analysis of parent-involved treatment for child sexual abuse. Research
on Social Work Practice, 18(5), 453-464.

Dumeresque, D. (2013). The corporate digital footprint: exactly who owns and controls it? The emergence of
the digital director. Strategic direction, 29(7), 34-306.

1452


https://doi.org/10.1016/j.ijinfomgt.2019.03.013
https://doi.org/10.1177/2042753017751711
https://doi.org/10.1142/S0219622019500019

eTwinning (2010). Dijital vatandaglik. eTwinning yoluyla aktif vatandasligin
gelistirilmesihttps:/ /www.etwinning.net/eun-files/book2016/27/03/2023 /TR _eTwinningBook.pdf.

Gloor, P. A., Colladon, A. F., & Grippa, F. (2020). The digital footprint of innovators: Using email to detect
the most creative people in your organization. Journal of Business Research, 114, 254-
264.https://doi.org/10.1016/j.jbusres.2020.04.025

Gurfova, R. V., Alikaeva, M. V., Prigoda, L. V., Karakaeva, E. U., & Mineva, O. K. (2019, September).
Formation of a Student's Digital Competencies Based on a Digital Footprint. [Oral presentation]. In 2019
International Conference" Quality Management, Transport and Information Secutity, Information
Technologies"(IT&QM&IS), IEEE.

Haimson, O. L., Brubaker, J. R., Dombrowski, L., & Hayes, G. R. (2016, May). Digital footprints and changing
networks during online identity transitions. In Proceedings of the 2076 CHI Conference on Human Factors
in Computing Systems.

Hicks, B., Culley, S., Gopsill, J., & Snider, C. (2020). Managing complex engineering projects: What can we
learn from the evolving digital footprint?. International Journal of Information Management, 51,
102016.https://doi.org/10.1016/}.ijinfomgt.2019.10.001

Hooley T (2012) How the internet changed career: Framing the relationship between career development and
online technologies. Journal of the National Institute for Career Education and Counselling, 29: 3—12.

Kalbande, D. T. (2019). Digital footprint for the personal branding of librarians in the digital society. Library
Philosophy and Practice, 1-11.

Karabatak, S., & Karabatak, M. (2020, June). Z generation students and their digital footprints. In 2020 8
International Symposinm on Digital Forensics and Security (ISDFS) (pp. 1-5). IEEE.

Koidl, K., Conlan, O., Reijers, W., Farrell, M., & Hoover, M. (2018, July). The big foot initiative: An investigation of
digital foot print awareness in social media. In Proceedings of the 9th International Conference on Social
Media and Society.

Kumar, H., &Raj, P. (2020). An indagation on experiences and awareness of digital foot print among pupils of
higher education. AcadResInt, 11, 16-31.

Levy, Y., &Gafni, R. (2021). Introducing the concept of cyber security footprint. Information &>Computer
Security.

Loutfi, A. A. (2022). A framework for evaluating the business deployability of digital footprint based models
for consumer credit. Journal of Business Research, 152, 473-
486.https://doi.org/10.1016/j.jbusres.2022.07.057

Markos, E., Labrecque, L. 1., & Milne, G. R. (2012). Web 2.0 and Consumers' Digital Footprint Managing
Privacy and Disclosure Choices in Social Media. In On/ine consumer behavior (pp. 157-182). Routledge.

Mayda, M. (2022). Digital Footprint Management In Digital Visual Culture. Erciyes Iletisim Dergisi, 9(2), 1031-
1044.https://doi.org/10.17680/ercivesiletisim.1116477

McDermot, M. (2018). Digital footprints: Creation, implication, and higher education. FDI.A Journal, 3(1), 11.

Micheli, M., Lutz, C.,, &Buchi, M. (2018). Digital footprints: an emerging dimension of digital
inequality. Journal of Information, Conmmunication and Ethics in Society, 16(3), 242-251.

Naumov, S., &Kabanov, 1. (2016, November). Dynamic framework for assessing cyber security risks in a changing
environment.[Oral presentation].In 2016 International Conference on Information Science and
Communications Technologies, IEEE.

Nawi, A., Hussin, Z., Ren, C. C., Norsaidi, N. S., & MohdPozi, M. S. (2020, November). Identifying the types of
digital footprint data wsed to predict psychographic and human behavior. 1n International Conference on
AsianDigital Libraries, Springer, Cham.

1453


https://www.etwinning.net/eun-files/book2016/27/03/2023/TR_eTwinningBook.pdf
https://doi.org/10.1016/j.jbusres.2020.04.025
https://doi.org/10.1016/j.ijinfomgt.2019.10.001
https://doi.org/10.1016/j.jbusres.2022.07.057
https://doi.org/10.17680/erciyesiletisim.1116477

North, S., &Oliver, J. [J. (2014). A strategic Jook at how to extend your digital  footprint,

StrategicDirectionhttps:/ / eptints.bournemouth.ac.uk/30252/3/SD_Strategic%20/2/03/2023 /Transfo
rmations_Revision.pdf.

Osborn, E., &Simpson, A. (2017). On small-scale IT users' system architectures and cyber security: A UK
casestudy. Computerse> Security, 70, 27-50.https://doi.org/10.1016/j.cose.2017.05.001

Osborne, N., &Connelly, L. (2015, July). Managing your digital footprint: Possible implications for teaching
and learning. In Proceedings of the 2nd European Conference on Social Media ECSM.

Oxley C (2010) Digital citizenship: Developing an ethical and responsible online culture. In: The School Library
Association of Queensland and the International Association of School Librarianship Conference
incorporating the international forum on Research in School Librarianship 2010. Available at:

www.editlib.org/p/54525 (accessed 28 July 2022).
Phelan, P. (2021). Metro Nashville Information Security Awareness Tips, Privacy—Protecting Y our Digital Footprint.

Sagay, A., &Jahankhani, H. (2020). Consumer awareness on security and privacy threat of medical devices.
In Cyber Defence in the Age of AL, Smart Societies and Angmented Humanity (pp. 95-116). Springer, Cham.

Seliger, L. (2020). Personal consumer environment: the consumer in control of his digital footprints. [Mastet's thesis, The
University of Twente].

Shmatko, A., Barykin, S., Sergeev, S., & Thirakulwanich, A. (2021). Modeling a logistics hub using the digital
footprint method—The implication for open innovation engineering. Journal of Open Innovation:
Technology, Market, and Complexity, 7(1), 59.https://doi.org/10.3390 /oitmc7010059

Sjoberg, M., Chen, H. H., Floréen, P., Koskela, M., Kuikkaniemi, K., Lehtiniemi, T., & Peltonen, J. (2016,
September). Digital me: Controlling and making sense of my digital footprint. In International Workshop
on Symbiotic Interaction (pp. 155-167). Springer, Cham.

Sun, Q., Huang, X., &Liu, Z. (2022). Tourists’ Digital Footprint: Prediction Method of Tourism Consumption
Decision Preference. The Computer Journal. 65(6), 1631-1638
https://doi.org/10.1093 /cominl/bxab210

Surmelioglu, Y., & Seferoglu, S. S. (2019). An examination of digital footprint awareness and digital experiences of higher
education students. [Master Thesis, The University of Hacettepe].Ulusal Tez Merkezi.

Thatcher ] (2014).Living on fumes: Digital footprints, data fumes, and the limitations of spatial big data.
International Jonrnal of Communication 8: 1765—1783

Vervier, L., Zeissig, E. M., Lidynia, C., & Ziefle, M. (2017, May). Perceptions of Digital Footprints and the
Value of Privacy. In IoTBDS (pp. 80-91).

Wook, T. S. M., Mohamed, Hazura, Noor, S. F. M., Muda, Zurina., &Zairon, I. Y. (2019). Awareness of digital
footprint management in the new media amongst youth. Jurnal Komunikasi: Malaysian Jounrnal of
Communication, 35(3), 407-421 .https://doi.org/10.17576 /] KMJC-2019-3503-24

Yildiz, A. (2022). Bir Arastirma Metodolojisi Olarak Sistematik Literatiir Taramasina Genel Bakis. Anadoln
Universitesi Sosyal Bilimler Dergisi, 22(Ozel Say1 2), 367-386.

Younes, A. S. (2019). Passive violation of consumers’ privacy rights on the internet in the age of emerging
data capital. Journal Content, Community Commununication, 10, 134-150.

1454


https://doi.org/10.1016/j.cose.2017.05.001
https://doi.org/10.3390/joitmc7010059
https://doi.org/10.1093/comjnl/bxab210
https://doi.org/10.17576/JKMJC-2019-3503-24

GENISLETILMIS OZET

Cevrimici iletisimin bir sonucu olarak ortaya ¢ikan, dijital ayak izleri insanlarin yasamsal firsatlar
olusturmalarinda 6nemli bir rol oynamaktadir (Black ve Johnson, 2010). Djjital ayak izi, insanlarin ¢evrimigi
olduklarinda amagli eylem veya pasif kayit yoluyla olusturdugu bilgi ve verileri ifade etmektedir. Ozellikle Z
kusaginin internetin tretken kullanicilart oldugu g6z 6ntine alindiginda, bu kusagin yarattgn dijital ayak izi
tiirleri ve gelecekte ne gibi sonuglar doguracagi konusundaki endigeler her gecen giin artmaktadir (Thatcher,
2014). Dijital ayak izi konusunda egitimli olmayan ve uygun bir dijital varlik géstermek icin gerekli bilgi veya
becerilere sahip olmayan kisiler potansiyel bir dezavantaja sahip olabilmektedir. Bu nedenle dijital ayak iz,
itibar ve givenlik acisindan risklere neden olabilir. Itibar acisindan kisinin egitimine ve kariyerine zarar
verebilir. Ayrica giivenlik agisindan dijital ayak izi, takip edilme ve taciz edilme olasiligini arttirabilmektedir.
Dijital ayak izi konusundaki yasal bosluklar konusu, bireysel kullanicilar ve aglardan, platform saglayicilarina,
veri komisyoncularina, sivil haklar gruplarina ve devlet kurumlarina kadar gesitli aktorleri icerdiginden oldukea
karmastktir (Biichi vd., 2017:3). Bu noktada da, dijital ayak izlerinin yonetimi ve kisinin sagliginda nasil bir
strateji kullanilarak defin isleminin gerceklestirileceginin karara baglanmast biiyiik 6nem teskil etmektedir.

Dijital ayak izlerinin hepsi olumlu olmayabilir, olumlu izler de birakmayabilirler. Bu nedenle, pozitif bir dijital
kimligi stirdiirmek icin kisinin dijital ayak izinin yénetimi cok énemli hale gelmistir. Isverenler, calisanlarinin
faaliyetlerini cevrimici olarak izlemek icin arttk dijital ayak izini kullandigindan, dijital ayak izinin yénetimi
gereklidir. Kariyer Danismanlik Hizmeti (2012) bazi istthdam sektorlerinin (6rnegin reklamcilik, halkla iliskiler
ve medya) dijital ayak izine sahip olmanizi bekleyebilecegi ve aktif olarak tesvik edebilecegi gercedi nedeniyle
insanlarin dijital ayak izlerinden yararlanmalari gerektigini tavsiye etmektedir. Ornegin bloglarda, profillerde
veya videolarda cevrimi¢i yaraticiliginizin Srnekleri aranabilmektedir (Kalbande, 2019:2). Gittikce 6nemi artan
dijital ayak izlerini kisinin dogru ve etkin sekilde yonetebilmesi icin de, iyi bir ¢evrimici ortam kullanicist
olmasi gerekmektedir. Cevrimici sekilde vakit geciren, bir ya da daha fazla teknolojik cihazla baglantt kuran,
sosyal cevresi, ailesi vb. ile dijital sekillerde baglanti kuran herkes dijital vatandas olarak adlandirilmaktadir
(eTwinning, 20106). Dijital vatandashgin da en biyiik gerekliliklerinden birisi, ¢evrimici ortamlarda var olan
ayak izlerinin dogru kullanilarak ileride olusabilecek problemlerin en aza indirilmesi olmaktadir. Bu noktada da
dijital ayak izi farkindaligr (digital footprint awareness) kavrami ortaya ¢itkmaktadir. Dijital ayak izi farkindaligy,
medya okuryazart olmanin, modern topluma ayak uydurabilmenin, teknik (genellikle dijital okuryazarlhk olarak
adlandirilir) ve bilissel becerilerin (bilgi edinme ve ¢evrimici aktivitelerin etkilerini anlama kapasitesi)
kazanilmasi acisindan gerekli bir 6n sarttir (EAVI, 2019). Kisaca, bireylerin dijital ayak izlerini yonetebilmeleri
icin dijital ayak izi farkindaligina sahip olmasi beklenmektedit.

Bu calismanin temel aragtirma problemi dijital ayak izi yonetimi strecini anlamlandirmaktir. Bu baglamda
literatiirden hareketle dijital ayak izi yonetimini kavramsal bir ¢erceve olusturmak icin, dijital ayak izi tiirlerini
siniflandirmak, dijital defin kavramlarini  actklamak, dijital ayak izi yonetimi farkindaligini arttirmak
amagclanmaktadir. Bu baglamda arastirmanin kapsamint akademik veri tabanlarinda yayinlanmis makale, bildiri,
kitap gibi akademik ¢alismalar olusturmaktadir. Arastirmanin en 6nemli kisit1 ulusal ve uluslararast yazinda
dijital ayak izi yonetimi baglaminda ele alinan “dijital defin” konusuna dair yapilmis akademik calismalarin
yetersiz olmasidir.

Calismanin bulgularina gére, kelime bulutu analizinde incelenen yayinlarda anahtar kelimeler arasinda en
yaygin olarak "dijital" kelimesinin kullanildigi gorilmektedir. Bunu “yonetim”, “cevtimici” ve “ayak izi”
kelimeleri takip etmektedir. Ayrica ¢alismanin bulgular (incelenen yayinlar) dijital ayak izlerinin kullanicilar
tarafindan pasif bir sekilde birakildigi icin bazi dezavantajlara sahip olabilecegini gbstermektedir; ancak dijital
ayak izlerinin dogru yonetilmesi ile gelecekte web kullanicilarina dogru igerigin sunulmasinda, ¢evrimigi web
servis saglayicilarinin miusterilerini daha iyi anlamalarina, buna gbre hizmet vermelerine, kisinin kariyer
yOnetimi agisindan da olumlu izlenimler yaratmasina yardimect olacagt beklenmektedir. Yine calisma sonucunda
elde edilen bulgulara gére dijital ayak izlerinin dogru ve etkin kullanimi dijital vatandaghigin bir geregi olarak
karsimiza ¢itkmakta vedijital ayak izi yonetimi, dijital miras ve dijital defin kavramlarinin ilerleyen siireclerde
daha stk duyulacagl, yonetim bilimi literatiriindeki akademik calismalarin gelisim gOsterecegi, ve dijital
kuratérlik mesleginin giindeme gelecegi ngdrisiinde bulunulmaktadir. Buna ek olarak dijitallesen diinyamizin
degisen sosyo-ekonomik yapist ile dijital ayak izi yonetimi ¢alismalarinin artmast hususunda akademisyenlere ve
sektor calisanlarina yonelik énerilerde bulunulmustur. Internet ve sosyal medya kullaniminin geride biraktigi
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dijital ayak izleri, insanlarin gelecekteki kariyerlerini veya is beklentilerini potansiyel olarak etkileyebilmektedir.
Sosyal medya platformlarinda insanlarin sosyal aglarindaki hikayeleri, onlarin sosyal medya hesaplarinda
bulunan icerige dayalt olarak, bazen islerini kaybetmelerine, okuduklari okullardan ihra¢ edilmelerine hatta
yargilanmalarina dahi neden olabilmektedir (Cooper, 2015). Hayatin her alaninda yasal diizenleme ve kurallara,
kontrole ihtiya¢ oldugu gibi dijital ayak izlerinin de bi¢imsel bir yapiya oturtulmasi, kontrolii, yasalarla vasilere
devri ya da sahibi tarafindan silinmesi/yok edilmesi yani “dijital defin” kararinin kisinin sagliginda verilmesi
gerekmektedir.

Arastirmanin kapsamini; Web of Science, Scopus, Google Scholars’ta yayinlanmis 28 ingilizce calisma
olusturmaktadir. Bu arastirmanin temel amaci, dijital ayak izi tirlerini siniflandirmak, dijital defin kavramlarint
aciklamak, dijital ayak izi yonetimi farkindaligini artirmak icin sistematik bir inceleme yapmaktir. Arastirmanin
amacina ulagmak icin su adimlar izlenmistir: a) Arastirma metodolojisinin gelistirilmesi, b) lgili elektronik veri
tabaninin taranmast, c) dijital ayak izi konusunda yapilmis calismalarinin sentezi. Incelenen tim calismalarin
orfjinalinde yapilan hatalarin kontrol edilememesi, incelenen makale ve tezlerdeki calismalarin seciminde
objektif olmak amactyla sadece basili ¢alismalar incelenmistir. Arastirmada nitel arastirma yOntemlerinden
ikincil kaynak tarama stratejilerine gore sistematik analiz yapilmustir. Sistematik analizler kontrollii ¢alismalarin
toplanarak sentezlendigi ikincil arastirma calismalaridir. Arastirma sorusuna cevap arayan bir calismanin
sistematik analiz olarak adlandirilmast icin kullanilacak calismalarin belitlenmesi, titizlikle secilmesi, ¢tktilarin
yapilarak sentezlenmesi siirecinin sistematik, saydam ve tekrarlanabilir sekilde yapilmas: gerekir. Dogru sekilde
yapilan sistematik analizler, arastirmalarda giivenilir kanitlar olusturmaktadir (Ata ve Urman, 2008).
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