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Abstract:

With the increase in people's access to information and communication technologies, threats to information security
have developed in the same direction. It is seen that the measures to be taken with technical devices or services are
not sufficient alone. For this reason, it becomes evident that the end users, who seem to be the weakest targets,
should be trained on the subject. Since the size of the target audience to be trained may consist of everyone who
even uses a smartphone, it was concluded that the most suitable environment for information security education is
online learning systems. This study aims to develop an online learning system for information security education.
To achieve this goal, the design-based research method and rapid prototyping instructional design model were
used in the study. After initializing the first prototype of the learning environment examining the related literature,
the final version of the prototype was emerged following the opinions received from experts from different but
related disciplines.
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1. INTRODUCTION

With the incremental development of internet and mobile technologies, people can execute many
processes, in which the result maybe even in a different continent, using just one mouse click. According
to “We Are Social” international digital report [1] while 60% of the world population is internet users,
70% of them are using smart devices with an increase of 10% compared to the previous year. Although
these emerging technologies make transactions to be done easier, on the other hand, they also cause
criminal cases to be committed [2].

Statistics and reports show that precautions about information security are tried to be provided through
the medium of hardware or software-based solutions in general [3, 4]. However, the percentage of
people facing information security breaches and the amount of money which is lost seems to be
increasing incrementally [5, 6]. The report of the European Union Agency for Cybersecurity [7] indicates
that end users are unaware of the confidentiality of the data sent through their smart devices and how
they prevent it by changing settings even though settable features exist, which creates the riskiest
situation of unawareness about information security. Similarly, the study of [8] showed that end users
are unaware of the risks of installing applications acquired from unknown resources and the occurrence
of social engineering attacks. Notwithstanding that organizations allocate their information technology
budget on high-tech devices and technology producer firms provide end users with individual protective
solutions about information security, attackers generally choose untrained, uninformed, and untracked
users as a target, which shows the importance of information security awareness.

1.1. Information Security Awareness

When two words “education” and “training” are translated in to Turkish Language they have the same
meaning. However, these two words have different meanings when they are used in the context of
information security. Within the literature, despite not being agreed upon concepts that have small
differences have emerged when information security and education/training are handled together. [9]
summed up this distinction in their study as follows:

1. Information Security Education (ISE): This caption consists of not only technical but also
administrative information set. It aims to guarantee information security triad of CIA which are
confidentiality (the state of keeping the information private, to prevent unauthorized access),
integrity (the state of keeping information as a whole, to make information reliable and trustable)
and accessibility (state of keeping information available, to make information accessible when it is
needed). It is generally intended for people whose work needs expertise on information security or
information security professionals.

2. Information Security Training (IST): It is intended for staff within an organization or firm to equip
them with information security behaviors for carrying out their specific duties. Generally, practical
methods such as seminars and workshops are chosen for this purpose.

3. Information Security Awareness (ISA): It is intended for every end user of information technologies,
in order to engage their attention to information security, make them aware of any concerns about
the issue, adapt to precautions, and change behavior in that manner.

Especially, the departments in the universities such as computer engineering, software engineering,
informatics, and information systems, which aim to create expertise on information and communication,
have a curriculum in accordance with the information security triad of CIA. [10] emphasized that
programming, networking, human-computer interaction, database systems, and web-based systems are
the key five pre-request subjects mandatory for information security curriculum. In this context, it is
obvious that this kind of education is related to a small size target in addition to those whose mission is
to develop new technology and provide information security service. [11] in their study indicated that
the researches are carried out generally according to technologies and firewalls for information security
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professionals. And they also criticized that these researches do not include end-user opinions and
experiences. Thus information security awareness becomes a subject that should be studied. [12]
mention that Turkey and the rest of the world have been trying to create policies in technical, procedural,
methodological, and statutory terms to ensure information security. However, the expected problems
and their negative impacts continue to gradually increase instead of decreasing with the help of such
policies. They also emphasized that for information security, awareness of end users should have a
priority over technological investments. According to this context, “information security awareness (ISA)"
comes to the fore about providing information security. Related literature shows that everybody who
uses an information system including just a smartphone or a database management system is a
candidate that may face information security breaches, hence every end user regardless of their
education, income level, gender, or background should be trained about information security awareness.

2. METHOD

With this study, it was aimed to develop an online learning system about information security to make
a massive amount of people aware of possible security breaches. In order to achieve this aim, the design-
based research method, which is generally used for developing a service, product, or system, in addition,
producing a product as an application of a theory or education [13], and the rapid prototyping
instructional design method, which enables designing instruction for small courses rather than designing
the entire curriculum [14], were preferred and used.

"Design” is defined as a frame which consists of methods and processes to achieve an aim [15]; as for
the teaching and learning, it is defined as the preparation phase of the development process in which
this process results with a new theory or system. Design-based research is a flexible method that is based
on a cooperative study of researchers and participants and also aims to improve the quality of
educational applications with real-world practices [16]. In order to develop an online learning system
researcher should follow the design and development processes. Since the most important result of
design-based research methodology is the production of a new learning system or educational
application [17] in this study design-based methodology was preferred to be used.

Rapid prototyping instructional design method includes the development of a working model of
instructional product with analyzing, designing, developing, and evaluating instructional innovation. The
aforementioned prototype does not constitute the final product, but it describes and visualizes the final
product conceptually as being a simple but working model of it [18].

[19], who indicate that rapid prototyping is a more suitable instructional design method to overcome
the complexity of instructional processes in terms of human resources, sorted out the steps of the
method as follows:

Defining learning objectives by doing need assessment and content analysis
Constructing the prototype

Utilizing the prototype

Installing and maintaining the system

Ao =

[19] emphasize that well understanding of the needs, content, and goals are the results of the parallel
processes of designing, researching, utilizing, and installing. [20] points out that rapid prototyping is
used particularly for enhancing the course level instruction rather than producing a complete
instructional program. Therefore, in this study, the steps of the rapid prototyping instructional design
method were followed.
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3. FINDINGS

The process of using the rapid prototyping instructional design method in developing an online learning
system about information security and each of the steps of implementation were explained as follows:

3.1. Defining needs and objectives:

Subjects that will be taught to end users are determined after the information security literature [21, 22,
23] was examined. Topics were defined as follows:

e Using licensed software

e Safe internet usage

e Safe e-mail usage

e Safe password policy

e Security software

e Personal information sharing

Aforementioned topics were divided into subjects. For each subjects learning objectives are defined.
Thereby, the following objectives are aimed for end users to achieve after finishing all the subjects in the
learning environment:

e To be able to explain the benefits of using licensed software,

e To be able to express the dangers that individuals using unlicensed software may encounter,
e To be able to explain the risks involved in unwanted / junk emails

e To be able to give an example of a phishing email

e To be able to explain the benefits of using multiple email addresses

e To be able to explain using the carbon copy (cc) function in the email

e To be able to explain the temporary internet files,

e To be able to list the benefits of deleting web browsing history

e To be able to express what SSL certificate is,

e To be able to explain the importance of SSL certificate

e To be able to explain the benefits of using a firewall,

e To be able to explain the risks of sharing contact information on the internet,

e To be able to explain the risks of sharing personal information on the internet,
e To be able to give examples of strong passwords,

e To be able to explain things that should not be done while creating a password,
e To be able to explain corporate e-mail usage principles,

e To be able to explain how to protect against malicious software,

3.2. Constructing the prototype - design:

At this stage, the prototype design of the online learning environment was realized in accordance with
the needs and learning objectives.

¢ When reaching the web site, it is the web page, which consists of all the topics to be learned,
shown to the end user first. These topics are delineated with related thumbnails (See. Fig. 1).
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lonurceran.com/completed/5ee52fe22c06930008a137cc Q

Figure 1. Homepage of the Online Learning System.

e End user has the flexibility of starting and continuing to whichever subject he wants.

e The content of the subjects determined is gathered together through open sources and added
to related pages. Text, image, and video media are used for representing contents. One example
of learning content is shown in Fig. 2.

& onurceran.com/lessol

"Lisansli Yazilim Kullaniimasi"
Davranigi

Korsan Yazilim Kullanicilarini Nasil Tehlikeler Beklemektedir?

Figure 2. An Example of the Learning Content.
3.3. Utilizing the prototype - research:

Expert opinions were received for defining conformity of web design of the online learning system from
3 experts who have PhD. degree in computer education and instructional technologies. For the expert
opinion, a web design scale produced in the context of the master thesis titled “Cankaya ilcesi Milli
Egitim Mudurligi'ne Bagh ilkégretim Okullarina ait Web Sitelerinin Grafik Tasarim Acisindan
incelenmesi ve Ornek Web Sitesi Tasarimi Hazirlanmasi” [24], was used. All permissions were obtained
to be used in this study from the author. Suggestions that were agreed on by two of the three experts
are listed in table 1 and these suggestions were applied to the prototype.
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Table 1. Changes Applied to the Prototype According to the Expert Opinions.
Applied changes
A logo was designed and applied to the online learning environment.
Important parts of the texts included in the training content were highlighted by using different colors and bold
fonts.
The text content was justified.
A homepage screen was added to welcome the end user.
Low-resolution photos were replaced with high-resolution ones, all reduced to the same size.
The purpose of the development of an online learning environment and introductory information were added.
The contact information of the researcher was added to the homepage.
Links that could be accessed from each training topic page were added to the "site map" page.
The last update date of the online learning environment was added.
The information that the educational content was compiled from open sources was added to the learning
environment homepage.
“Useful links” were added to the learning environment.
The introductory title for the learning environment has been updated.
The statement stating that any data belonging to end users will not be shared with third parties has been added
on the homepage of the learning environment.

Expert opinions were received for defining conformity of content of the online learning system from 3
experts 2 of whom have PhD. degree in management information systems and one of whom is PhD.
candidate and working as law enforcement on cybercrime. Suggestions that were made by three
experts are listed on Table 2 and changes were applied to the prototype in pursuance of these
suggestions.

Table 2. Changes in the Content According to the Expert Opinions.
Applied changes
Content regarding data loss has been expanded.
SSL Certificate explanation has been simplified.
An anti-adware topic has been added.

3.4. Installing and maintaining the system:

In line with the expert opinions received, changes were made to the online learning environment which
was published on the domain name www.onurceran.com and the system was finalized. According to
that;

e While the end users were redirected to the page where all the topics were shown when they first
reached to the online learning system in the first version of the site, now they are redirected to
the homepage, in the final one.

e In the first prototype, heading of the explorer was written in lower-case and it is the same as the
domain name “onurceran.com”. However, in the final one it is updated as "BILGI GUVENLIGI
FARKINDALIK EGITIMI” and written in capital letters.

e There was not any logo to identify and symbolize the learning environment in the first prototype.
After receiving the expert opinions, a logo was designed (Fig. 3) and applied to the final design
of the learning environment.

M

BG

Bilgi Glivenligi Farkindalik Egitimine Hosgeldiniz

Figure 3. Logo Used in the Learning Environment.
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e There was no information about the researcher in the first prototype. In accordance with the
expert opinions, personal and contact information were added to the final prototype. In addition
to that, the last update date of the learning environment was added as illustrated in Fig. 4.

Hazirlayan:
iletisim: wowcom

© = -

Son Glincellenme Tarihi - 15/6/2020

e

Figure 4. Personal, Contact and Update Information.

e The web page which consist of topics in the first prototype were labeled as a “site map” in the
final one. As shown in Fig. 5, in line with the expert opinion received, the visuals belonging to
the topics were resized to the same dimensions to provide unity and redesigned as icons
describing the subject. The phrase "tamamlandi (completed)" designed for each completed
topic on the first prototype has been preserved in the final one.

Site Haritasi

https://onurceran.com/completed/ct

da lisanshi yazilim kull y Birden fazla elektronik eposta adresi Eger aymi iletiyi birden fazla kisiye
dikkat ederim kullaninm géndereceksem gizli (BCC) kismim
kullaninm

| |H| @1||\| ol

Gegici internet dosyalarini ve web gezinti Girdigim sitelerin SSL sertifikasi olup Guvenlik duvan, reklam nleyici vb
gegmislerini incelerim olmadigina dikkat ederim Programlar kullaninim

Figure 5. Site Map.

3.5. The Learning Path

All the subjects are designed to follow the same learning path. It starts with the definitions, description
of the technology used or enables the applications to be used and how it works. It is followed by the
importance of the mentioned technology or the attitude. This regards with both the advantages of
preventive measures and risks or probable harms in case of the lack of the desired attitudes. At the end
the user launches video content related with the desired behavior about the subject. Fig. 6 illustrates an
example of learning environment for subject of “SSL Certificate” as described. The learning environment
consists of eleven subjects to be learnt as follows

Usage of Multiple E-mail Account

Usage of Licensed Software

Firewall and Ad blocker Software

Anti-virus and Anti-Spyware Software
Temporary Internet Files and History Records

vk wn =
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Password Policy

SSL Certificate

Secure E-mail

Official E-mail

Personally Identifiable Contact Information
Personally Identifiable Identity Information

223 0v N

- O

ht "Ziyaret Edilen Web Sitelerinin SSL Sertifikasinin
P Olup Olmadiginin incelenmesi" Davranisi
e

Sayin Katihmai,

SSL Sertifikasi Nedir? Ne ise Yarar?

> SSL Sertifikasi Neden Onemlidir?

> SSL Sertifikasina Neden ihtiyag duyariz?

Figure 6. Content for Subject of SSL Certificate.

4. CONCLUSION

Despite the great effort and budget spent in the creation of scientific researches and the products
revealed, it is observed that the threats to information security do not decrease and at the same time
they are insufficient in preventing threats that end users or corporate systems are exposed to. In this
regard, the importance of educating people, the weakest link in the security chain, has emerged. In this
context, from a 10-year-old child playing online games on his/her parents' smartphones to an 80-year-
old individual who pays his/her electricity bill using online services, it is obvious that everyone should
be aware of the importance of information security and be able to take certain measures to protect
themselves from these threats. [25] reported that Britain, America, Canada, Australia, Estonia, Japan,
France, Finland, the Netherlands, and Russia are trying to adapt their information and information
security strategies and they are in an effort to raise or create awareness. Information Security Association
[26] stated that in the last 30 years, the information security awareness of relevant institutions and
organizations was carried out within the scope of activities related to the promotion and use of systems,
tools and technologies; They emphasized that this situation is insufficient to change behaviors about the
subject.

Considering the size of the target audience to be trained, it was concluded that the most suitable
environment for information security education is online learning environments. On the common
denominator of accessing data regardless of time and place, access to quality-enhanced education and
materials with reduced costs and increased cost-effectiveness, and the ability to use a large number of
educational materials by a large number of learners at the same time are considered as advantages of
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online learning environments [27]. However, there are studies in the literature that show that web
technologies can provide unlimited connections for unlimited content, that the learner cannot find the
information he/she is looking for in this high amount of non-linear content, moreover, he cannot
determine which piece of information he needs and thus causes problems related to the usability of the
system [28, 29]. For this reason, a prototype website was prepared for information security education
and the learning environment topics were examined and limited to the studies in the literature.
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